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This XCubeSAN series white paper is applicable to the following XCubeSAN models:

XCubeSAN Storage System 4U 19” Rack Mount Models

Model Name Controller Type Form Factor, Bay Count, and Rack Unit
XS§5224D Dual Controller LFF 24-disk 4U Chassis
XS§3224D Dual Controller LFF 24-disk 4U Chassis
XS83224S Single Controller LFF 24-disk 4U Chassis
XS§1224D Dual Controller LFF 24-disk 4U Chassis
XS1224S Single Controller LFF 24-disk 4U Chassis

XCubeSAN Storage System 3U 19" Rack Mount Models

Model Name

Controller Type

XS5216D

Dual Controller

LFF 16-disk 3U Chassis

Form Factor, Bay Count, and Rack Unit

XS3216D

Dual Controller

LFF 16-disk 3U Chassis

XS3216S

Single Controller

LFF 16-disk 3U Chassis

XS1216D

Dual Controller

LFF 16-disk 3U Chassis

XS81216S

Single Controller

LFF 16-disk 3U Chassis

XCubeSAN Storage System 2U 19” Rack Mount Models

Model Name

Controller Type

Form Factor, Bay Count, and Rack Unit

XS5212D

Dual Controller

LFF 12-disk 2U Chassis

X85212S

Single Controller

LFF 12-disk 2U Chassis

XS83212D

Dual Controller

LFF 12-disk 2U Chassis

XS83212S

Single Controller

LFF 12-disk 2U Chassis

XS1212D

Dual Controller

LFF 12-disk 2U Chassis

XS1212S

Single Controller

LFF 12-disk 2U Chassis

XS5226D

Dual Controller

SFF 26-disk 2U Chassis

XS5226S

Single Controller

SFF 26-disk 2U Chassis

XS83226D

Dual Controller

SFF 26-disk 2U Chassis

X§83226S

Single Controller

SFF 26-disk 2U Chassis

XS§1226D

Dual Controller

SFF 26-disk 2U Chassis
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XS1226S Single Controller SFF 26-disk 2U Chassis

Information contained in document has been reviewed for accuracy. But it could include
typographical errors or technical inaccuracies. Changes are made to the document
periodically. These changes will be incorporated in new editions of the publication. QSAN
may make improvements or changes in the products. All features, functionality, and product
specifications are subject to change without prior notice or obligation. All statements,
information, and recommendations in this document do not constitute a warranty of any
kind, express or implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly.
Some measurements may have been made on development-level systems and there is no
guarantee that these measurements will be the same on generally available systems.
Furthermore, some measurements may have been estimated through extrapolation. Actual
results may vary. Users of this document should verify the applicable data for their specific
environment.

This information contains examples of data and reports used in daily business operations.
To illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All of these names are fictitious and any similarity to the
names and addresses used by an actual business enterprise is entirely coincidental.

© Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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VSS Application

Executive Summary

This application note provides technical guidance for setting up VSS (Volume Shadow Copy
Service) solution in Windows environment and making sure that the Symantec Backup Exec
2014 will be communicated with our snapshot mechanism in Windows server, and it leads
XCubeSAN products being able to achieve real DR (Disaster Recovery) with snapshot
consistency.

Audience

This document is applicable for QSAN customers and partners who are interested in
purchasing Symantec Backup Exec 2014 as the backup solution of XCubeSAN series. It
assumes the reader is familiar with QSAN products and has general IT experience, including
knowledge as a system or network administrator. If there is any question, please refer to the
user manuals of products, or contact QSAN support for further assistance.

Overview

This document introduces how to perform VSS (Volume Shadow copy Service) function on
QSAN subsystem. The content in this document includes the QSAN VSS installation, how to
use QSAN VSS client, and using Symantec Backup Exec to perform the VSS backup.

Environments

e Server/ Host

Model: ASUS RS700

OS: Windows Server 2008 Enterprise edition
e Storage

Model: XCubeSAN X5224S

Memory: 8GB

Firmware: V1.4.1

VSS Application 1
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e Software on Server / Host
QSAN_Storage_Service_Setup-2.0.7-x64-en.msi
Symantec Backup Exec 2014

Configurations

Install VSS Software

1. Run “QSAN_Storage_Service_Setup-2.0.7-x64-en.msi" file and start the setup.
2. Click the Next button.

{i# QSAN Storage Services Setup 3 =10 x|

Welcome to the QSAN Storage Services
y! Setup Wizard

The Setup Wizard will install QSAN Storage Services on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Figure 1 Install VSS Software Step 1

2 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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3. Check the License Agreement, and then click the Next button.

(19 o storage services setwp LY

nd-User License Agreement
Please read the following license agreement carefully 4
Common Public License Version 1.0 _;_l

Figure 2 Install VSS Software Step 2

4. Click the Browse... button to change the installation directory. Default is “C:\Program
Files\QSAN\". Then click the Next button.

it QSAN Storage Services Setup =101 x|
Custom Setup

Select the way you want features to be installed,

Chck the icons in the tree below to change the way features will be installed.

(=141 Volume Shadow Copy Service (VSS)
&3 v | Multipa ) Driver (MPIO)
&3 v | QVolume Shadow Copy Application
This feature requires 130KB on your
hard drive.
L4

Location: C:\Program Files\QSAN\ Browse... I
Reset | Disk Usage I Back I Next I Cancel I

Figure 3 Install VSS Software Step 3

VSS Application 3



QSAN

5. When completing all settings, click the Install button.

|” QSAN Storage Services Setup 3] x|

Ready to install QSAN Storage Services

Click Install to begin the installation. Click Back to review or change any of your
installation settings, Click Cancel to exit the wizard,

Figure 4 Install VSS Software Step 4

6. There is a Windows Security warning to make sure that this device software is trusted,
and then click the Install button.

Figure 5 Install VSS Software Step 5

4  © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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7. Click the Finish button to complete.

R

Qsan _ Completed the QSAN Storage Services
! Setup Wizard

Click the Finish button to exit the Setup Wizard.

Figure 6 Install VSS Software Step 6

8. Please reboot the system to ensure the device software take effect.
9. After reboot, use the following Windows CLI command to check whether the QSAN VSS
hardware provider is installed successfully.

C:> vssadmin list providers

VSS Application 5



o} Administrator: Command Prompt

esize ShadowStorage — Resize a volume shadow copy storage association
[Revert Shadow — Revert a volume to a shadow copy
Query Reverts — Query the progress of in—progress revert operations.

>:\Users\fAdministrator>vssadmin list providers
ssadmin 1.1 - Uolume Shadow Copy Service administrative command—line tool
(C)> Copyright 2801-20612 Microsoft Corp.

rovider name: ’Qsan USS Hardware Provider’
Provider type: Hardware
Provider Id: {(4156a7d3-ebhd5-4f51-8585-64957d6c92338>
Uersion: 1.0

rovider name: ’Microsoft File Share Shadow Copy provider’
Provider type: Fileshare
Provider Id: {893600202-3cec—4981-9171-19f5955%0f2>
Uersion: 1.0.0.1

rovider name: ’Microsoft Software Shadow Copy provider 1.8’
Provider type: System
Provider Id: {(h5946137-7?h9f-4925-af88-51ahd6Bh28d5>
Uersion: 1.8.0.7

\Users\Administrator>

Figure 7 Check the VSS status

1. Format the disk and assign a drive letter, for example “S:\". This volume is a virtual disk
which comes from XS5224S.
2. Click the QVSSClient icon to run the application.

Figure 8 Run QVSSClient

6 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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3. Click the Create button. It will take a snapshot via VSS.

Figure 9 Create a Snapshot

4. The volume icon will be displayed in yellow while the QSAN VSS hardware provider is
running.

X

Yo [No. |  Exposedieme | CrestonTme | Provider |
EC:\

| =3 ]
= TN

QReplica |

Figure 10 VSS Hardware Provider is Running

VSS Application 7
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5. Observe the event log on the XS5224S, there is an associated snapshot via the VSS.

Information [CTR1] The LUN 2 is mapped to the volume ".

ve, Aug 13, 2019 18:48:45
e [CTR1] The volume " has been created

c A snapshot on the volume 'arthur-VD1' has been
Information | Tue, Aug 13, 2019 18:48:45 ‘I;Tep,‘.ﬂ R ERRRERIOR GG MORmC: AU VU Tk oo

;i
Information = Tue, Aug 13, 2019 18:48:45

Figure 11 Snapshot Event Log

6. Select the No. 1 column and click the Expose button, then select a folder. The snapshot
will expose to a directory as a disk image format.

Figure 12 Expose the Snapshot

8 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.



7. Click the Schedule button to enable taking snapshots by schedule.

Schedule 3
[V Enable schedule

Schedule Task: Start Time:
; =]
=zl [1zio0am =

|Dai|§

[ Mon [~ Fri
™ Tue [ sat
[~ wed [~ Sun
I~ Thu

| OK I Cancel

Figure 13 Schedule the Snapshot

8. Click the Delete button to delete the snapshot.

QSAN

VSS Application
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Example of Using Symantec Backup Exec 2014
Part 1: Configure storage devices

1. Create volumes in drives letters “E:” and “F:" for backup.

Figure 14 Create Volumes

10 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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2. First, click the Storage icon in Symantec Backup Exec 2014.

=

Storage

=

&

Home

.,

Backup and Restore Job Monitor

Column |Columns Columns Home Tab | (/] Backup Size

Layout System Health

Simplified Disaster Recovery

No Simplified Disaster
Recovery Disk Created
You must create the Simplified Disaster Recovery

disk so that you can recover your backed-up
computers in case of a disaster.

Create Disaster Recovery Disk

Installation and Upgrades

v ) View Installation Summary Report

Documentation

v ) View ReadMe
v ) View Administrator's Guide (PDF)

v View Administrator's Guide Addendum (PDF)

= = = = = V] Active Alerts V] Storage Status
‘ “‘ " l“" ‘f" Alert History Symantec ThreatCon Level
One Two |Narrow/Wide Three Reset V| Backup Status |¥/| Simplified Disaster Recovery

| | Show last: (7 Days v | [¥ Full

9]

Reports

V] Installation and Upgradd

Technical Support
¥| Documentation
¥/ Licensing and Maintenance Contracts
V| Symantec RSS Reader

Support

Storage Status

Disk-based Storage
=2

Backup Status

136 MB used of 222 GB

v Total capacity: 222 GB

Qapkun Size

[¥] Incremental  [] Differential

icensing and Maintenance Contracts A

Figure 15

Storage in Symantec Backup Exec 2014

VSS Application
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3. Select the Configure Storage icon in Storage page.

Home Backup and Restore Job Monitor

™ Standard " Tree| Pause

| Compact A Erlist  Disable —
Sort and v| Offline Configure | Delete
Filter ~ Storage

Views State

All'Storage
Name Storag... Active Alerts

[ wmxsssF 0001 Disks.. 92

Figure 16 Configure Storage in Storage

12 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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4. Select the Disk-based storage item, and the click the Next button.

Which type of storage do you want to configure?

2 Disk-based storage
Local or remote disk storage, disk cartridge devices, storage arrays, virtual disks, and legacy
backup-to disk folders may be available to configure.

Tape stage-
Installing tape drivers, replacing or adding hot-swappable storage devices, configuring robotic
library partitions, and configuring barcode rules are tasks that may be available.

Lg Storage pools

Storage device pools and Backup Exec server pools may be available to configure.

What are the different types of storage?

Figure 17 Select the Disk-based storage Item

5. Select the Disk Storage item, and then click the Next button.

Figure 18 Select the Disk storage Item

VSS Application 13
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6. Enter a name, and then click the Next button.

Configure storage on WIN-J324PI0T5TI G|
What name and description do you want to use for the disk
storage device?
Name: Disk storage 0001
Description:
[ <Back | Next> |[ Cancel
Figure 19 Enter a Name

7. Select the storage device, let’s take “F:” for testing.

5 Configure storage on WIN-J324PI0T5TI =E |

Where do you want to create the disk storage device?

® Local disk: [F: (99.9 GB Free) Y

Network share:

&) Backup Exec formats the local disk only if it is not already formatted. No data is overwritten.

If Windows data deduplication is currently enabled on the drive on which you create disk storage,
Backup Exec excludes the backup data in the folder \BEData from deduplication, unless the \BEData
folder already exists. Backup Exec must exclude backup data from deduplication to let Simplified
Disaster Recovery perform a local recovery of the Backup Exec server.

<Back | Next> | Cancel

Figure 20 Select a Storage Device

14 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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8. Set the Concurrent write operations to 2 for write process.

Configure storage on WIN-J324PI0TS5TI =E |

How many write operations do you want to let run at the same
time on this disk storage device?

Concurrent write operations: 2

)

&) This setting determines how many jobs can write data at the same time on this device. The number
of jobs that this device can handle varies depending on your hardware and environment, so you may
need to adjust this setting later. Symantec recommends that you set it low enough to avoid
overloading your system, but high enough to process your jobs in a timely manner.

<Back || Next> |[ cancel

Figure 21 Setitto 2

9. Check the storage configuration summary.

Figure 22 Storage Configuration Summary

VSS Application 15
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Part 2: Perform the Symantec backup with VSS snapshot

1. Click the Backup icon in the Backup and Restore page, and then select the Back Up to
Disk item.

Figure 23 Backup in the Backup and Restore page

16 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.



2. Select the Edit button to choose the files you want to backup.

Name: WIN-J324PI0TSTI 263 00023

(= Bac

Fully selected ) o)
€:

= Job name: WIN-J324PI0TSTI &13

E: 00023-T2EH

—t
@8 Microsoft SQL Server Instances
% System State

Schedule: Every 1 week on (Friday) at
11:00 PM

2 Weeks

00023-

ﬁt:ﬂﬂ PM, then every 1

1 Week

Figure 24 Select Files to Backup

VSS Application 17
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3. Select the drive letter “E:"” for backup and then click the OK button.

a Backup Selections G

4 WIN-J324PI0T5TI (&3 00023 WIN-1J324PIO0OTS5TI Simplified Disaster Recovery: OFF @ ¥

& WIN-J324PIOTSTI - -
Browse | Selection Details

4 [7] 8% WIN-1324PI0TSTI Name Size Type Modified Til
[ :

Eﬁ () System Volu File Folder 8/14/201¢

L
1

=
[_] A8 Microsoft SQL Server
[[1&5 System State

m » ‘ m

Help OK Cancel ‘

Figure 25 Select the Target

18 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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4. Click the Edit button at the right side to modify the backup setting.

@

: WIN-J324PIOTSTI %3
00023-E2&6

:  Every 1 week on (Friday) at
11:00 PM

Microsoft SQL Server Instances

System State :  EAERATEE

Figure 26 Modify the Backup Setting

VSS Application 19
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5. Inthe Advanced Open File item, select the Hardware — Use technology provided by
hardware manufacturer item. And then click the OK button.

Figure 27 Settings in Advanced Open File

20 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.



QSAN

6. Click the OK button to complete the backup configuration.

Figure 28 Finish Settings

VSS Application 21
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7. Select the Run Next Backup Now submenu to start running the backup job.

Figure 29 Start Running the Backup Job

22 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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8. You can observe the status of the backup job, it's Active: Snapshot Processing.

m

&

Backup and Restore LI I\Enitor Storage Reports

|7} Standard | . Tree 5, (&One-Time Backup ~ =) Convert to Virtual =

(@] [=

| Compact 5 List T Backup Calendar 3 Search
_ Backup %
7 Sort and Filter ~ - D Create Disaster Recovery Disk Hobs/| Credentials
Views Backups Restores Conversions

WIN-I324PI0TS5TI ~

Server Storage Job Type State Job Status
5TI {# 00020

2 Active: WIN- Active: Snapshot Processing
ST N0 WIN-1324PL. &2 EMBEBTEE  Backup bl Hos

. Job History

. Backup Sets

i
08 Active Alerts

t Credentials

E.- Properties

Figure 30 The Status of the Backup Job

9. You can also view the following snapshot event logs displayed in XCubeSAN.

Information = Sat, Jan 03, 2015 05:39:14  [CTR1] The volume " has been deleted
Information ~ Sat, Jan 03, 2015 05:39:14  [CTR1] The snapshot volume " has been deleted
Information = Sat, Jan 03, 2015 05:39:02 = [CTR1] The LUN 2 is mapped to the . '= ~©

fo 3 at Jan ( 19 0, | = R ) 1as beej eate

farmation at. Jan ( 19 [CTR11 A snaoshot on the « - : - 0.1
U C SR - C J<o v - “~ - W G - - I - - - - <00 - - <

Figure 31 Snapshot Event Logs

Apply To

*  XCubeSAN XS5200 / XS3200 / XS1200 FW version: 1.3.0
e QSAN_Storage_Service_Setup-2.0.7-x64-en.msi

VSS Application 23
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References

VSS (Volume Shadow Copy Service)
e https://en.wikipedia.org/wiki/Shadow_Copy
e https://docs.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-

copy-service

24 © Copyright 2019 QSAN Technology, Inc. All Right Reserved.
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Appendix

Related Documents

There are related documents which can be downloaded from the website.

All XCubeSAN Documents

XCubeSAN QIG (Quick Installation Guide)
XCubeSAN Hardware Manual

XCubeSAN Configuration Worksheet
XCubeSAN SANOS 4.0 Software Manual
Compatibility Matrix

White Papers
Application Notes

Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

Via the Web: https://www.gsan.com/technical_support

Via Telephone: +886-2-77206355

(Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

Via Skype Chat, Skype ID: gsan.support

(Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)
Via Email: support@gsan.com
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