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1 Overview 
 

This design guide includes information for understanding VWC architectures and functions. Additionally 

installation approaches also included. 

Here are  main topics : 

• Installation 

• VWC Plugin Architecture 

• Software Design 

• Function List & Description 

• VWC UI Sample 
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2 Installation, Configuation and 

Registration 
 

2.1  Installing the vSphere Web Client 
 

The version  we need to install is 5.5 . Please refer to vmware official site link as below for the 

information of installing the vSphere Web Client. 

http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=

2032890 

 

2.2  Enabling Script Plugin Support in the vSphere 

Web Client 
 

Locate the webclient.properties file in the vSphere Web Client install directory, typically 

%ProgramData%\VMware\vSphere Web Client on the Windows operating system, and 

/var/lib/vmware/vsphere-client on Linux and MacOS. 

 Add the following line to the webclient.properties file. 

scriptPlugin.enabled = true 

Also, add the following flag to the webclient.properties file. 

allowHttp = true 

 

2.3  Registering VWC Plugin via MOB 
 

Before you register any plugin packge, make sure you have logged out all vSphere web client sites. 

Follow the steps to register plugin package: 

I. Get the newest Extension data object 

II. Use the html MOB interface of vCenter Server 

i. Go to   https://YOUR_VC_IP/mob/?moid=ExtensionManager 
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ii. Use the RegisterExtension link to enter your Extension xml data. 

iii. If it is the first time you register the plugin package, open “RegisterExtension” link.  

iv. If you have registered the plugin package before, and would like to update, open 

“UpdateExtension” link. 

 

v. Copy all the contents of Extension data object and paste to “VALUE” textarea. Click “Invoke 

Method” link. 

 

III. Done 

2.4 Registering/unregistering VWC Plugin via 

Registration Tool 
 

Before you register any plugin packge, make sure you have logged out all vSphere web client sites.  



      

 

 

Supermicro VMware Web Plugin Design Guide 7 

 To register/unregister plugin package, first download the registration executable file. 

Double-click the jar file. Then it will start to process the registration. After a few steps, 

you can easily finish the registration/unregistration process. The detailed steps are 

described below: 

 

Registration/Unregistration/Update steps: 

(1) Select registration option and then click “NEXT”. 

 

(2) Fill in required information and then click “NEXT”. 
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(3) Confirm the information and then click “START”. 

 

(4) Make sure you are going to do the work. 

 

(5) After click “Y”, It will start to register/unregister. 
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(6) When the work completed, the alert window will show up.  

Confirm the alert window by clicking “OK”. 
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3 VWC Plugin Architecture 
 

VWC stands for vSphere Web Client. VWC is a web application installed on a machine. It accesses 

vCenter Server via network. We create VWC plugin with extensions of the user interface layer and the 

service layer of VWC to form custom functionalities. Users can use our cutom functionalities via VWC 

web site. 
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4 Software Design 
 

In our custom VWC plugin, we retrieve hosts information via SSM REST service. We also provide 

approaches of updating BIOS & BMC firmwares. This section displays activities flow charts and class 

structures of our VWC plugin. 

 

4.1  Flow Chart 
� Get information from SSM REST Service 
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� Update firmware via SSM REST Service: 
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4.2  Java Service Class Structure 
� SSM REST Calling Proxy 

 

 

� PorxyInterface 

An abstract interface provided for user interface layer access 

� ProxyClass 

A real implemeation of ProxyInterface, business logic are included here 

� General Api 

An abstract class extened by all SSM REST API wrapper classes 

� GeneralData 

An abstract class extened by all SSM REST data module wrapper classes 

� ApiUriBuilder 

Form SSM REST URI of each API 

� ApiJsonParser 

Parse SSM REST json data of each API and correspond with Java module wrapper class 
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� SSM REST API Calling Wrapper 

 

 

� SSM REST Data Wrapper 
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4.3 Flex & ActionScript Class Structure 

 

Most user interface components are wrriten in Flex and ActionScript codes. In user interface layer, each 

SSM REST API has its own RestApiProxy. Each RestApiProxy invokes the corresponding ProxyInterface via 

extends BaseProxy. 
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5 Function List & Description 
 

Here is a table of functions and their corresponding descriptions: 

 

Function Description 

Supermicro  Plugin One of categories of vCenter inventory list listed on 

left panel. 

Hosts  Management An inventory item of Supermicro plugin. 

Hosts  List A list of all hosts retrieved from SSM REST API. 

Display System 

Information 

Display system information of the selected host by 

clicking Summary Tab of each host. 

Update BIOS & BMC  

firmwares 

Provide a file-uploading function to update BIOS & 

BMC firmwares by clicking Manage Tab of each host. 

SSM REST API Setting Configure SSM IP and authentication types with 

correspond values. 
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6 UI Sample 
 

• Shortcuts on Home page 
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• Plugin Entrace 
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• Server Management Workspace 

 

• System Information by per host 
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• Update BMC firmware by per host 

 

• Update BIOS firmware by per host 
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7 SSM REST API LIST 
 

Name Description 

GET Hosts Returns a collection of hosts. 

GET Hosts/<HostOID> Returns a single host specified by the HostOID 

parameter. 

GET Hosts/<HostOID>/Services Returns a collection of services of a host, 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/Services/<Se

rviceOID> 

Returns a single service information specified 

by the HostOID and ServiceOID parameters. 

GET Hosts/<HostOID>/Events Returns a collection of host events specified by 

the HostOID parameter. 

GET 

Hosts/<HostOID>/Events/<Eve

ntOID> 

Returns a single event specified by the HostOID 

and EventOID parameters. 

GET 

Hosts/<HostOID>/SystemInfo/C

omputerSystems 

Returns computer system information of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

OS 

Returns the operating system information of a 

host specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

Memory 

Returns a collection of physical memories of a 

host specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

DiskDrives 

Returns a collection of disk drives of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

Networks 

Returns a collection of network adapters of a 

host specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

BIOS 

Returns BIOS information of a host specified by 

the HostOID parameter. 

GET Returns IPMI information of a host specified by 
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Hosts/<HostOID>/SystemInfo/I

PMI 

the HostOID parameter. 

GET 

Hosts/<HostOID>/SystemInfo/

Baseboards 

Returns baseboard information of a host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/BiosImage 

Updates the BIOS image for a single host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/BmcFw 

Updates the BMC firmware for a single host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/BiosCfg 

Returns the BIOS configuration of a host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/BiosCfg 

Updates the BIOS configuration of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/FactoryBiosC

fg 

Returns the FactoryBIOS configuration of a host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/FactoryBiosC

fg 

Updates the FactoryBIOS configuration of a 

host specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/BmcCfg 

Returns the BMC configuration of a host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/BmcCfg 

Updates the BMC configuration of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/BmcLog 

Returns the BMC event log of a host specified 

by the HostOID parameter. 

DELETE 

Hosts/<HostOID>/BmcLog 

Deletes the BMC event log of a host specified 

by the HostOID parameter. 

GET 

Hosts/<HostOID>/DmiInfo 

Returns the DMI information of a host 

specified by the HostOID parameter. 

POST 

Hosts/<HostOID>/DmiInfo 

Updates the DMI information of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/AssetInfo 

Returns the asset information of a host 

specified by the HostOID parameter. 

GET 

Hosts/<HostOID>/SysUtil 

Returns the system utilization of a host 

specified by the HostOID parameter. 

POST Mounts an ISO image as virtual media to a host 
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