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Uvod

I5akujeme Vam za zakupenie produktu: 11N Wireless Broadband Router.
Tato uzivatel’'ska priruc¢ka Vas prevedie vietkymi indtalaénymi ikonmi.

Router WR153ND je produkt hybridného dizajnu, ktory v jednej samostatnej jednotke kombinuje
Ethernet technolégiu a bezdrétovy pristup. Toto zariadenie Vam umoziiuje vyuzivat mobilitu, ako aj
rychle pripojenie. VSetky osobné pocéitace, prepojené &i uz bezdrétovym LAN, alebo Ethernet LAN
pripojenim podporuju zdielanie suborov, tlaiarni a inych sietovych periférii. Naviac, v3etci uZivatelia
modZu vyuzivat' internetové pripojenie (staci jeden samostatny ucet) tak, ze toto zariadenie pripoja do
siete pomocou DSL/K&blového modemu.

Zariadenie vyhovuje IEEE 802.11n (Draft 2.0) Standardom, podporuje pripojenie aZz do rychlosti
150Mbps (1Tx-1Rx), vyuziva MIMO technoldgiu pre zaistenie optimalneho vykonu, stability a pokrytia,
vdaka ¢omu Vam prinesie nové zazitky. Prenosova rychlost tohto zariadenia méze byt 3-nasobne,
pokrytie dokonca 4-nasobne lepSie ako pri obyCajnom 802.11g/b routeri. Toto zariadenie je
vysokovykonné a cenovo vyhodné rieSenie pre domacnosti a mensie kancelarie.

Router sa vyznacuje viacnasobnou bezpecnostnou ochranou, ktora efektivne ochranuje bezdrétovy
pristup. Rovnako sa vyznacuje jednoduchou instalaciou a konfiguraciou — vdaka prijemnému
uzivatelskému rozhraniu. Pre lepSie pochopenie funkcii routera si prosim pozorne precitajte tuto
uzivatelsku prirucku.

+ Obsah balenia

Opatrne otvorte balenie a skontrolujte polozky uvedené nizSie:

Bezdrétovy Sirokopasmovy Router
Napajaci adaptér

Uzivatel'ska prirucka

UTP Lan kabel

1x 5dBi anténa

CD

Poznamka: V pripade, Ze niektora z uvedenych poloziak chyba, alebo je
poSkodend, prosim kontaktujte predajcu u ktorého ste si zaobstarali router.




1.1 Funkcie

Cast' 1 PrehFad produktu

Vyhovuje Standardom IEEE 802.11n, 802.11g, 802.11b pre 2.4GHz bezdrétova LAN
1 10/200M WAN RJ45 port, 4 10/2100M LAN RJ45 porty

Podporuje Auto MDI/MDIX

Supports bezdrétovy Roaming, pouZzitie s réznymi pristupovymi bodmi a no break
Poskytuje 64/128 bit WEP, WPA a WPA2 autentifikaciu a TKIP/AES kodovanie
Podporuje bezdrétové Relay/Bridging/WDS/WDS+AP mode, nastavenie WPS

Poskytuje bezdrotovi LAN ACL (Access Control List) filtréciu

Vstavany NAT a DHCP server podporujuci distribaciu dynamickej IP adresy

Podporuje Virtual Server, Special Application, a DMZ host

Vstavany firewall s podporou filtracie IP adries, domén, a MAC adries
Podporuje TCP/IP, PPPoE, DHCP, ICMP, NAT

Podporuje UPnP, Dynamic DNS, Static Routing,

Podporuje Flow Statistics

Aktualizacia firmvéru, zaloha/obnovenie konfiguracného suboru
Podporuje vzdialeny pristup

1.2 Specifikéacia

IEEE802.11n terajSia verzia, IEEE 802.11g. IEEE 802.11b

Standard
IEEE 802.3. IEEE 802.3u. IEEE 802.3x
Brotokol CSMA/CA. CSMA/CD. TCP/IP. ICMP. NAT. PPPOE. DHCP. PPTP. UDP.
rotoko NAT. DNS. DDNS. VPN
Port LAN 4*100BaseTX (Auto MDI/MDIX)
Port WAN 1*100BaseTX (Auto MDI/MDIX)

RF Frekvencia

2.4~2.4835GHz

11n: 150/135/121.5/108/81/54/40.5/27/13.5Mbps

130/117/104/78/52/39/26/13Mbps

Prenosova rychlost 72/65/58.5/52/39/26/19.5/13/6.5Mbps

119: 54/48/36/24/18/12/9/6Mbps

11b: 11/5.5/2/1Mbps

Citlivost

135M: -68dBm@10% PER
54M: -68dBm@10% PER
11M: -85dBm@8% PER
6M: -88dBm@10% PER

1M: -90dBm@8% PER




1-11 (North America)

Kanaly 1-13 (General Europe)
1-14 (Japan)
Prenosova BPSK, QPSK, CCK and OFDM (BPSK/QPSK/16-QAM/ 64-QAM)

technologia

Typ antény 1*2.4GHz dvojpdlova anténa (1TX*1RX)
Prevadzkové Standardny pristupvy bod; Bezdrétovy WAN rezim (Client Mode Wireless),
rezimy WDS, WPS

SSID Zapnuté/Vypnuté; Filtriovanie MAC, IP a URL adries ; 64/128/152-
Bezdrotove bitové WEP kédovanie

zabezpecenie

WPA/WPA2/WPA-PSK/WPA2-PSK (AES/TKIP) kédovanie

11g:14-16dbm

Sila RF 11b:17-19dbm
11n:13-15dbm
Chipset RTL8196BU+8191RE
LED 1*Power, 1*CPU state, 1*Wireless, 1*WAN, 4*LAN

Spravovanie

Miestne/Vzdialené spravovanie

Prevadzkova 0 — 55°%C
teplota
Uskladnenie -20 — 65°C

Vihkost

5 ~ 959% (bez kondenzacie)

Externy napajaci
adaptér

Prikon100V—-240V

Vykon DC5V 1A;




Cast' 2 Instalacia hardvéru

2.1 Rozvrhnutie zariadenia

2.1.1 Predny panel

Na predno paneli Bezdrétového Routeru 11N sa nachadza niekolko LED indikatorov, ktoré su
uréené na indikaciu pripojeni.

EVOLVE

LED indikatory:

Led Nazov Stav Popis
vypnuté Zariadenie nie je zapnuté
Power
zapnuté Zariadenie je zapnuté
vypnuté Router ma hardvérova chybu
CPU
blikanie Router pracuje spravne
vypnuté Bezdrétova funkcia je vypnuta
WLAN
blikanie Bezdrbtova funkcia je zapnuta
WAN  /LAN1 vypnuté K prislusnému portu nie je pripojené ziadne zariadenie
2, 3. 4 zapnuté K prislusnému portu je pripojené zariadenie




Blikanie K prislusnému portu je pripojené aktivne zariadenie

2.1.2 Zadny panel

2.2 Systémoveé poziadavky

Sirokopasmové internetové pripojenie (DSL/Kabel/Ethernet)

Jeden DSL/Kablovy modem s RJ45 konektorom (nie je potrebny ak je router pripojeny do
Ethernetu)

Kazdy pocitaC pripojeny na LAN potrebuje aktivny Ethernetovy adaptér a Ethernetovy kabel s
RJA45 konektorom

Na kazdom pocitaci musi byt nainStalovany TCP/IP protokol

Webovy prehliadag, ako napriklad Microsoft IE 5.0 alebo novsi, Netscape Navigator 6.0 alebo
novsi

Odporucané prostredie pre inStalaciu

Neinstalovat na miesta kde na zariadenie priamo svieti sine¢né svetlo, i pdsobi teplo ohrievaca.
Neinstalovat do zaplnenych priestorov. Vynechat aspori 5cm volného miesta na kazdej strane
routera

Dobre odvetravat prostredie (hlavne v pripade Ze sa zariadenie nachadza v skrinke)
Prevadzkova teplota: 0°C-40°C

Prevadzkova vihkost: 5%~90%RH, bez kondenzacie

2.4 Instalaéné pokyny

Pred samotnou inStaldciou routera by ste mali vediet UspeSene pripojit svoje PC k internetu pomocou
Sirokopasmového pripojenia. Keby sa v tomto bode objavil nejaky problem, prosim kontaktujte svojho
poskytovatela internetového pripojenia. Nasledne nainstalujte router podfa nasledujucich bodov.
Nezabudajte vytiahnut kébel zo zastréky. Ruky si udrziavajte suché.

Vypnite svoj(e) PC, Cable/DSL modem, a router.

Najdite optimalne umiestnenie pre router. NajlepsSie miesto je najCastejSie v strede oblasti v
ktorej sa vase PC bude bezdrétovo pripajat. Miesto musi byt v sulade s odporu¢anym
prostredim pre inStalaciu.

Nastavte smerovanie antény. BeZne sa pouziva nastavenie smerom dohora.

Pripojte svoj(e) PC a kazdy Switch/Hub na Vasom lan LAN pripojte do LAN portov na routeri.
Pripojte DSL/K&blovy modem do WAN portu na routeri.

Pripojte napajaci AC adapter do konektoru pre AC adapter na routeri a jeho druhy koniec zapojte
do zastréky. Router sa automaticky zapne.



e Zapnite svoj(e) PC a Kablovy/DSL modem.

Internet

|
ADSL Madem

o N 111 K.
| L v L2 ' L3 "I'TT

ER wde il Ldn ]

Cast'3 Rychly sprievodca instalaciou

Po pripojeni bezdrotového routera 11N do vaSej siete by ste ho mali nakonfigurovat. Tato cast
prirucky opisuje postup, ako nakonfigurovat zakladné funkciu bezdrétového routera 11N. Tieto
procedury Vam zaberu len zopar minut. Pristup k internet budete mat okamzite po uspednej
konfigurdcii.

3.1 TCP/IP konfiguracia

Predvolena IP adresa bezdrotového routera je 192.168.0.1, a predvolena maska podsiete je
255.255.255.0. Tieto hodnoty su viditefné cez LAN. M6zu byt zmenené podla vaSich potrieb. V tejto
prirucke pouzijeme ako priklad predvolené hodnoty.

Pripojte miestne PC k jednému z LAN portov na routeri. Teraz mate 2 spéoby ako nakonfigurovat' IP
adresu Vasho pocitaca.

+ Manualna konfiguracia TCP/IP adresy
1. Na VaSich PC nastavte TCP/IP protokol.

2. Nastavte sietové parametre. IP adresa je 192.168.0.xxx ("xxx" m6z2e byt od 2 do 254), Maska
podsiete je255.255.255.0, and predvoendbranaje 192.168.0.1(Predvolena IP adresa routera)

+ Automatické nastavenie TCP/IP adresy



1. TCP/IP protocol na VaSom/VaSich PC nastavte na rezim "

2. Vypnite PC a router. Zapnite router a reStartujte PC.Vstavany DHCP server VaaSemu PC
automaticky priradi IP adresu.

Teraz mézete spustit’ prikaz Ping v aby ste si overili
sietove spojenie medzi PC a routerom.

Otvorte prikazovy riadok a napiSte ping 192.168.0.1, potom slacte Enter.

Pinging 192.168.8.1 with 32 hytes of data:

Reply from 192.168.8.1: bytes=32 time<ims TTL=255
Reply from 192.168.8.1: bytes=32 time<ims TTL=255
Reply from 172.168.8.1: bytes=32 time<lms TTL=255
Reply from 172.168.8.1: bytes=32 time<lms TTL=255

Ping statistics for 192.168.8.1:

Packets: Sent = 4. Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Bms,. Average = Bms

Ked sa Vam zobrazi nieCo podobné obrazku vysSie, znamena to, Ze spojenie medzi PC a
routeromm bolo Uspesne nadviazané.

Pinging 1?2.168.68.1 with 32 bhytes of data:

host unreachable.
host unreachable.
host unreachable.
Desztination host unreachahle.

Ping statistics for 192.168_0.1:
Packets: Sent = 4, Received 4 {188x loss>.

C:*Documents and Settings*“Administrator>

Ked sa Vam zobrazi nie€o podobné obrazku vysSie, znamena to, Zze VaSemu PC sa nepodarilo
pripojit sa k routeru. Prosim postupujte podla nasledujucich krokov.

1. Je pripojenie medzi routerom a PC spravne?

Poznamka: LED indikator LAN portu €. 1/2/3/4 na routeri a LED indikator na adaptéri
Vasho PC by mali svietit.

2. Je TCPI/IP konfiguréacia Vasho PC spravna?

Poznamka: V pripade, e IP adresa routera je 192.168.0.1, IP adresa Vasho PC musi
byt v rozmedzi 192.168.0.2 ~ 192.168.0.254 a predvolend brana musi byt 192.168.0.1




3.2 Rychly sprievodca nastavenim

S webovou aplikaciou (Internet Explorer, alebo Netscape® Navigator), su konfiguraciua a
spravovanie routera 11N 150bps Wireless Router naozaj jednoduché. Takato webova aplikacia
mbze byt pouzitd na akomkolvek systéme Windows, Macintosh alebo UNIX OS v kombinacii s
webovym prehliadacom.

Pripojte sa k routeru napisanim http://192.168.0.1 do adresového pola Vasho webového
prehliadaca.

| hetpyjy 192, 168, 0. 1 =

O maly moment sa Vam na obrazovké objavi prihlasovacie okno, podobné tomu na obrazku nizsie.
Do User Name (Meno pouzivatela) a do Password (Heslo) zadajte admin, v ovboch
pripadoch pouzite malé pismena. Potom kliknite na OK, alebo stla¢te Enter.

Connect to 192.168.0.1

Uset name: £ admin

Password; sssss

[ ]remember my password

| | Cancel




POZNAMKA:

V pripade Ze sa Vam nezobrazi prihlasovacie okno, znamena to, Ze bolo vaSe PC nastavené na
proxy. Chodte do Ovladaci panel>Moznosti Internetu>Pripojenia>Nastavenia LAN a v okne ktoré
sa Vam objavi zruste fajku pri moznosti Using Proxy (pouzivat proxy) a stlacte OK.

Ked su pouzivatelské meno a heslo spravne, mézete nakonfigurovat svoj routor pomocou
webového prehliadaca. Prosim kliknite na odkaz Setup Wizard na lavo od hlavného
menu a zobrazi sa okno Sprievodcu nastavenim.

Kliknite na Setup Wizard a zobrazi sa Vam Sprievodca nastavenim.

EVOLVE

== WR153ND

B Q Wizard Setup

¥ Operation Mode

-8 Wireless

‘3 i TCPP The setup wizard will guide vou to configure access point for first time. Please follow the setup wizard step by
-8 Firewall step.

- Management

Welcome to Serup Wizard.
The Wizard will guide you the through following steps. Begin by clicking on Next.

Setup Operation MMode
Choose vour Time Zone
Setup LAN Interface
Semup WAN Interface
Wireless LAN Setting

6. Wireless Security Setting

D S T .

MNext

Router podporuje tri prevadzkové rezimy: gateway(brana), bridge(most), wireless ISP(bezdr6tove
poskytovanie internetového pripojenia). MézZete nastavit rozne rezimy LAN a WLAN rozhrania pre
NAT a funkciu premostenia.

EVOLVE

= \WR153ND =
1B System Status Operation Mode
; | Setup Wizard J

= | Operation Mode
e Wircless

o8 TCPP Vou can setup different modes to LAN and WLAN interface for NAT and bridging function.
“. Jeeisn ®) Catesay: In this mode, the device is supposed to connect to internet via ADSL Cable
-8 Management N ik Modem. The NAT is enabled and PCs in LAN ports share the same IP to ISP
through WAN pott. The connection type can be setup in WAN page by using
PPPOE, DHCP client, PPTP client . L2TP clienit or static IP.
O Bridge: In this mode, all ports are bridzed together and NAT function is disabled. All the

WAN related function and firewall are not supported.

O Wireless ISP: In this mode, all ethemet ports are bridzed together and the wireless client will
connect to ISP access point. The NAT is enabled and PCs in ethernet ports share
the same [P to ISP through wireless LAN. You must set the wireless to client mode
first and connect to the ISP AP in Site-Survey page. The connection type can be
setup in WAN page by using PPPOE, DHCP client, PPTP client . L2TP client or

static IP.

I Cancel ] IElack J Ir-lext]

Kliknite na next a zobrazi sa Vam Nastavenie €éasového pasma. Urobte vyber ktory potrebujete.



EVOLVE

WR153ND -
B System Status Time Zone Setting
; B Setup Wizard =
B Operation Mode
- Wireless

e TCP/AP

ﬂ- Firewall

- Management

You can maintain the system time by svnchronizing with a public time server over the Intemet.

[] Enable NTP client update
Time Zone Select:

NTP Server:

Cancel || Back | | Mext

Kliknite na next a zobrazi sa Nastavenie rozhrania LAN. V tomto okne si m6zte nastavit IP adresu
a masku podsiete.

IP Address (IP adresa) — Zadajte IP adresu routera v desiatkovom zapise oddelenom bodkami.
(vid. predvolené nastavenie: 192.168.0.1)

Subnet Mask (Maska podsiete) — Adresovy kod, ktory uréuje velkost siete. Standardne sa
ako maska podsiete pouziva 255.255.255.0

Pozor: Masky podsiete vietkych PC sa zhoduje s maskou podsiete routera v LAN.

EVOLVE

gWR'153|"JD
; System Status Tl T - =
o s caom }g LAN Interface Setup

= Setup Wizard

= ] Operation Mode
&8 Wireless

L5 i TCPAP This page is used to configure the parameters for local area network which connects to the LAN port of vour
[} M Firewall Access Point. Here voumay change the setting for IP address, subnet mask, DHCP, etc.

8 Management

I[P Address: 1“92.:158- 1 H1
Subnet Mask: 255_..

Cancel || Back || MNext

Kliknite na next a zobrazi sa Nastavenie rozhrania WAN. V tomto okne sa nastavuju parametre
siete Internet ktora sa pripaja do WAN portu Vasho pristupového bodu.

WAN Access Type (Typ pripojenia WAN): Tu si mOzete vybrat z metdd staticka IP, DHCP, PPPOE,
alebo PPTP kliknutim na Zelana polozku v rolovacom menu WAN Access type.



WR153ND
- System Status e r T c
= o ind y WAN Interface Setup

s | Operation Mode
& Wireless

This page is used to configure the parameters for Internet network which connects to the WAN port of vour
Access Point. Here voumay change the access method to static IP, DHCP, PPPoE or PPTP by click the item
value of WAN Access type.

WAN Access Type: . DHCP i

Cancel Next

Pri vybere "PPPoOE", router automaticky ziskava parametre IP od Vasho poskytovatela internetového
pripojenia bez potreby zadavania akychkolvek parametrov.

EVOLVE

== WR153ND
= | System Status
B Setup Wizard
| Operation Made
-8 Wireless

WAN Interface Setup

B i TCPIP This page is used to confizure the parameters for Internet network which connects to the WAN port of vour
8 Fircwall Access Point. Here you may change the access method to static [P, DHCP, PPPoE or PPTP by click the item
o Man agement value of WAN Access type.
WAN Access Type: PPPoE w
User Name:
Password:

|Cance| |Eiack Next

User Name (Pouzivatel'ské meno) a Password (Heslo) — VloZte pouzivatel'ské meno a heslo,
ktoré ste dostali od Vadho poskytovatela internetového pripojenia.

Pri vybere " DHCP", router automaticky ziskava parametre IP od Vasho poskytovatela internetového
pripojenia bez potreby zadavania akychkolvek parametrov.

"EVOLVE

== WR153ND
= System Status
~ Setup Wizard
B Operation Mode
& Wireless
2 s TCP/P This page is used to configure the parameters for Internet network which connects to the WAN port of vour
2 Firewall Access Point. Here vou may change the access method to static [P, DHCP, PPPoE or PPTP by click the item
o Management value of WAN Access type.

WAN Interface Setup

WAN Access Type: | {Bjgleias v/

ED



Pri vybere "PPTP" sa objavi okno nastavenia statickej IP, ako na obrazku nizSie.

EVOLVE

== WR153ND

. System Status
e | Setup Wizard

: | Operation Mode
&8 Wircless

L] i TCPAP

288 Firewall

o8 Management

};/ WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of your
Access Point. Here you may change the access method to static [P, DHCP, PPPoE or PPTP by click the item
value of WAN Access type.
WAN Access Type: PPTP LY
IP Address:  [172/1 [11 |[2

Subnet Mask: 255'_.255.._255_'. 0
Default Gateway: 1?2:..1 .1 254
Server IP Address: -1?2-._1 ..1 1
User Name:
Password:

(et (28]

Od svojho poskytovatela internetového pripojenia mozete ziskat IP adresu, masku podsiete, IP
adresu servera, pouzivatelské meno a heslo. V pripade vyberu Static IP (Statick4 IP adresa) sa
objavia nastavenia pre Staticku IP tak, ako je to zobrazené na obrazku niZSie.

EVOLVE

WR153ND

3 ] System Status
= | Setup Wizard

= | Operation Mode
a8 Wircless

o8 TCP/P

28 Firawall

o Management

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN port of vour
Access Point. Here vou may change the access method to static [P, DECE, PPPoE or PPTP by click the item
value of WAN Access type.

WAN Access Type: l 1P i

IP Address: 172111 _.1l 1. .
Subnet Mask: '255_,255_'255"0
Default Gateway: 17201 11 {254

DNS: 0 Ho Ho lo

Cancel || Back | | Next

Pozor: IP parametre by mali byt dané poskytovatelom internetového priojenia.

IP Address (IP Adresa) — Toto je adresa WAN IP, ktoru mézu vidiet’ ostatny pouzivatelia internetu
(vratane poskytovatela internetového pripojenia). Do pola zadajte IP adresu.

Subnet Mask (Maska podsiete) - Maska podsiete pouzivana pre WAN IP adresu je Standardne

255.255.255.0

Default Gateway (Predvolend brana) — Ak je to vyzadované, do pola zadajte branu.

DNS — Ak je to vyzadované, do pola zadajte IP adresu DNS servera

Kliknite na next a zobrazia sa Zakladné nastavenia bezdrbtovej siete.



EVOLVE

== VWR153ND
= ] System Status e ] W ;
B Setup Wizard Wireless Basic Settings

2 Operation Mode
o Wireless

33- TCPAP Thiz page is used to configure the parameters for wireless LAN clients which may connect to your Access
L 8 Firewall Point. Here vou may change wireless encryption settings as well as wireless network parameters
-8 Management
Wireless LAN Interface: () Dizabled &) Enabled

Mode: AP “

SSID: WR153ND

Band: 24 GHz (B+G+M) +

Channel Number: 5-2432IMHz v

[ Cancel ‘ [Elack ] INextl

[ Tato stranka slGzi na nakonfigurovanie parametrov]
Band (Pasmo) — Indikuje momentéalny rezim 2.4GHz(B+G+N) , 2.4GHz(G+B), 2.4GHz(B)
Mode (Rezim) — Predvolene je AP, no mdzete si vybrat medzi Infrastructure, Client alebo AP

SSID - Zadajte ndzov (max. 32 znakov). Predvolené SSID je Noganet, no je dérazne odporucané
zmenit nazov svojej siete (SSID).

Channel (Kanal) — Toto pole ur€uje, ktora prevadzkova frekvencia bude pouzitd. Zmenit nastavenia
bezdrétového kandla je dblezité len v pripad, Zze mate interferencny problém (krizenie signalu) s inym
routerom vo vasej blizkosti.

Kliknite na next a zobrazia sa Zakladné nastavenia bezdrbtovej siete. Tato stranka Vam umozni
nastavit zabezpelenie bezdrotovej siete. Nastavenie WEP alebo WPA pouZzitim Kédovacich kfu¢ov
mbdze pombct predist neopravnenému pristupu do VaSej bezdrétovej siete. MézZete si vybrat
moznosti Open (Otvorena siet), WEP, WPA-PSK, WPA2-PSK.

EVOLVE

= WR153ND
: System Status ra - . i .
: = sztu:sz:r; Wireless Security Settings

i . Operation Mode
!! M Wircless

= i TCPP This page allows vou setup the wireless security. Tum on WEP or WPA by using Encryption Keys could
= Firewall prevent any unauthorized access to vour wireless network.
o Management

Authentication: | Open e

| Cancel ||Elack |[ Finished J

WEP-SHARE
WEP-AUTO

Kliknite na Finished pre ukoncenie konfiguracie



Pozor: Pri zmene nastaveni bezdrotovej siete sa router automaticky restartuje.

WPA-psk : Poskytuje TKIP [Temporal Key Integrity Protocol], alebo AES [Advanced Encryption
Standard]. Predvoleny je TKIP rezim.

WPA2-psk: (Wi-Fi Protected Access version 2) poskytuje vySSiu bezpecCnost ako WEP (Wireless
Equivalent Privacy) a WPA (Wi-Fi Protected Access).

3.3 Prevadzkové rezimy

EVOLVE

== WR153ND =
| B S st | Operation Mode

You can setup different modes to LAN and WLAN intetface for NAT and bridsing function.

2 Firewall = o i e d i ia ADSL Cabl
o288 Management ® Gateway: In this mode. the device is supposed to connect to internet via ADSL Cable

9 Modem. The NAT is enabled and PCs in LAN ports share the same IP to ISP
through WAN port. The connection type can be setup in WAN page by using
PPPOE, DHCP client, PPTP client , L2TP client or static IP.

O Bridge: In this mode, all ports are bridzed together and WAT function is disabled. Afl the
= TWAN related function and firewall are not supported.
) Wireless ISP: In this mode, all ethemet ports are bridged together and the wireless client will

connect to ISP access point. The NAT is enabled and PCs in ethemet ports share
the same IP to ISP through wireless LAN. You must set the wireless to clisnt mode
first and connect to the ISP AP in Site-Survey paze. The connection type can be

static IP.

Apply Cancel

Gateway (Brana) : (predvoleny) V tomto reZzime by sa malo zariadenie pripojit na internet pomocou
ADSL/Kablového modemu. The NAT (preklad sietovych adries) je zapnuty a PCs pripojené k LAN
zdielaju spoloénu IP adresu cez WAN port. Toto pripojenie sa da nastavit v “Nastaveniach rozhrania
WAN?", pouzitim PPPOE, DHCP client, PPTP client alebo statickej IP adresy.

Bridge (Most): V tomto rezime sU vSetky ethernetové porty a bezdrotové rozhrania premostené,
pricom je NAT (preklad sietovych adries) funkcia vypnuta. Ziadna WAN funkcia a ani firewall nie su
podporované.

Wireless ISP: V tomto reZime sU v3etky ethernetové porty premostené a bezdrétovy klient sa
pripaja k pristupovému bodu poskytovatela internetovych sluzieb. NAT (preklad sietovych adries) je
zapnuty a PC pripojené v ethernetovych portoch zdielaju spolo€nu IP adresu cez bezdrotové LAN
pripojenie. Bezdrbtové pripojenie je treba najprv nastavit na Client rezim a potom sa pripojit na
stranku poskytovatela internetovych sluzieb. You must set the wireless to client mode first and
connect to the ISP AP in Site-Survey page. “Nastaveniach rozhrania WAN”, pouzitim PPPOE, DHCP
client, PPTP, L2TP client alebo statickej IP adresy.



Cast' 4 Sprievodca nastavenim

4.1 Prihlasenie

Po UspesSnom prihlaseni Vam sa Vam v prehliadaci zobrazi administrany WEB. Na lavo je obsah —
nachadzaju sa v nom: Nastavenia bezdrdtovej siete, Nastavenia WAN, Nastavenia LAN,
Zabezpecenie siete, Systémové sluzby, Spravovanie, Stav, atd...

h Status

Select Language: English »

ater Settings WAN Status
i irtual AP Settings Artain IP Protocol:  (DHECP) Disconnected
B WDS Settings [P Address:  0.0.0.0
-l Advanced Settings
-l Access Control
- ~HEwps
-8 TCPIP LAN Status
8 Firewall fe o B
o Management DHCP Server: Enabled

Internet connect time:  (day Jhour fminutes Jsecond

Ethernet port link status

Port: WAN LAN4 LAN3 LAN2 LAN1
Link: - - - Linl:
Speed: i s i 1000

WLAN Status
Mode:  AP+WDS-—(Enabled)
SSID: WRIS3ND (Broadcast)
Encryption:  Open

Repeater:  Infrastructure Client-—{Disabled)

4.2 Bezdrbtové nastavenia

Obsahuju zakladné nastavenia bezdrdtovej sietem nastavenia Repeateru, nastavenia Virtual AP,
nastavenia WDS, pokrocilé nastavenia, kontrola pristupu a WPS.



4.2.1 Stav zariadenia

“EVOLVE'

= WR153ND

: ] System Status
[ Setup Wizard
~H Operation Mode
= Wi

: S gs
= ] Repeater Settings

WLAN Status
WLAN Status:

h WLAN

Status

AP-WDS—Enabled)

i - Channel-Band: 2 4GHz (B+G+N): channel:3
B Virtual AP Settings ' 2

B WDS Settings Eatell lmito

[l Advanced Settings SSID:

i Access Control BSSID:

[l wPs Encrypiion:

o @ TCPAP
o Firewall
-8 Management

MAC Address:
Access Control Mode:  Allow All

Repeater Status

WLAN Status:  Infrastucturs Client—{Dizabled)

Signal Strength: | love
Rate:  auto
SSID:  rzpeater
BSSID:  00:00:00:00:00:00

Encryption:  Cpen

Client Table Refresh |
MAC Address Band TX Rare(Mhbps) TX Packets RX Packets Time Expired(s)

Tato stranka zobrazuje momentalny stav a zakladné nastavenia zariadenia. Mézte si skontrolovat
systémové informacie, informéacie o rozhrani Repeateru a informacie o rozhrani WLAN.

4.2.2 Zakladné bezdrotové nastavenia

Téato strdnka sa pouZziva nakonfigurovanie parametrov klientov bezdrétového LAN, ktori sa pripojeni k

pristupovému bodu. Tu mobzete zmenit' nastavenia kddovania bezdrétovej siete, ako aj nastavenia
bezdrétovej siete.

EVOLVE

R

== WR153
-l System Status 73 o 1 y : "
oy Wireless Basic Settings
= ] Setup Wizard =
B Operation Mode
=& Wireless
P ‘ Wireless Status This page is used to configure the parameters for wireless LAN clients which mav connect to vour Access
. Point. Here yvou may change wireless encryption settings as well as wireless network parameters
. 4 P Wireless LAN Interface: () Disabled (%) Enabled
; - Virtual AP Settings s i il e i
- WDS Settings Mode: AP v
. Advanced Settings SSID: WR153ND
i~ Band: 24 GHz (B+G+N)
g. o TCRP Rate: Alto M

e Firewall Channel Width: 20/40MHz Auto v

& Management

Channel: Control Sideband:
Channel Number: 5-2432MHz 4
Broadeast SSID: (O Disabled & Enabled
WML Disabled ° Enabled
Security: Authentication: Open v

Apply Changes | | Reset |




WEP (Wired Equivalent Privacy), je zakladna kédovacia metdda, Standardne kdéduje bezdtétové data
pouzitim série klucov (v dizke 64, alebo 128 bitov). Pouzitim rovnakych kiugov na kazdej z Vasich
bezdrétovych sieti mézte zabranit neopravnenym zariadeniam monitorovant Vase datové prenosy, i
v pouzivat VaSe sietové prostriedky. Vyberte Mixed WEP (ZmieSané WEP) pre vstup do
nasledujiceho okna.

Security (Bezpeénost) : Z rolovacieho menu vynerte prisludny bezpecnostny kédovaci rezim.

WEP : Nastavte svoj WEP klu¢ formatom ASCII a Hex. MézZete vlozit ASCII kéd, (5 alebo 13 ASCII
znakov. Nepovolené znaky ako “/” s zakazané.) alebo 10/26 hex znakov.

4.2.3 Nastavenie repeateru

EVOLVE

¥‘J‘VR153ND h

@ System Status Is.. o ; -, —_—
£~ i Wireless Repeater Settings
= | Operation Mode
ﬁ_i'ﬂ Wireless

i B Wireless Status

This page is used to confizure the parameters for wireless LAN clients which may connect to vour Access
Point. Here voumay change wireless encryption settings as well as wireless network parameters.

! ings Wireless LAN Interface: (® Disabled ) Enabled
- B WDS Settings Mode:

- Advanced Settings SSID: |

.~ Access Control

b ‘ Wes Channel:

3:3 i TCPIP Security:  Authentication:

& Firewall
- Management

Téato strdnka sa pouZziva nakonfigurovanie parametrov klientov bezdrétového LAN, ktori sU pripojeni
k pristupovému bodu. Tu mézete zmenit nastavenia kddovania bezdrotove;j siete, ako aj nastavenia
bezdrétovej siete.

Mode (rezim): Predvoleny je AP

SSID: Zadajte nazov (max. 32 znakov). Rovnaky nazov (SSID) musi byt priradeny ku kazdému
zariadeniu vo Va$ej sieti. Predvolené SSID je repeater, no je dérazne odporu¢ané zmenit nazov
svojej siete (SSID).

Channel: Toto pole urCuje, ktora prevadzkova frekvencia bude pouzita. Zmenit nastavenia
bezdrétového kanala je dbélezité len v pripad, Ze mate interferencny problém (krizenie signalu) s
inym routerom vo vasej blizkosti.



4.2.4 Nastavenie Virtual AP
EVOLVE’

== WR153ND

-l System Status h 73§ & F Y = y
Pl Wireless VAP Settings
| Operation Mode
=2 & Wireless

P B Wireless Status

This page shows and updates the wireless setting for multiple APs.

c Setting:
VAP Interface: Disabled ' Enabled
: SSID: \
H WDS Settings
¢ B Advanced Settings Thand:
8 Access Control Rate:
- -l wps Broadcast SSID: Disabled  Enabled
= TCPAP WARL o s
o8 Firewall e Disabled Enabled
| Management Authentication:
Kev Length: TWep 64 Bi Wep 128 Bi
St Kev Leng ep G4 Bit D Bit
Key Format:
Key:
VAP network information
Status Band SSID Breadce Rate WAL Security Edit
S5ID
@ £ VAPO Enabled A Enabled 0
. (B-GN) APO Enable Auto Enable pen
{e}) 14GE: N _
[[T (08 (BGN) VAP1 Enabled Auto Enabled Cpen [ @]

Téato stranka ukazuje a aktualizuje nastavenia bezdrdtovej siete pre viaceré pristupové body.

4.2.5 Nastavenie WDS
EVOLVE’
= WR153ND : K
B~ iy WDS Settings

i B Operation Mode
=& Wireless
¢ B Wireless Status Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet does. To do
B Basic Settings this, vou must set these APs in the same channel and set MAC address of other APs which vou want to
i : commuricate with in the table and then enable the WD5.
: | Repeater Settings

B Virtual AP Settings

WDS:  (@Disabled O Enabled
B Advanced Settings Security:  Authentication:

B Access Control
B wps

i i AP BSSID: i A— 13 S e
2 Firewall s . I s I [

o Lamgemcnt Comment: |
Current WDS AP List

AF BSSID Rare Comment

WDS (Systém bezdrétovej distriblicie) pouziva bezdrétové meédia na komunikéciu s inymi pristupovymi
bodmi, podobne ako je to pri Ethernete. Aby sa toto dalo zrealizovat, musite nastavit’ tieto pristupové
body na rovnaky kanal a zadat MAC adresy ostatnych pristupovych bodov s ktorymi chcete



komunikovat do tabulky, potom aktivujte WDS.

4.2.6 Pokrocilé nastavenia
EVOLVE’

== WR153ND
s . System Status T {’; ‘{g " )
; ] (1]
~H Setup Wizard \\ D S dettin 2!“5

H B Operation Mode
=& Wireless
: B Wireless Status Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet does. To do
B Basic Settings this, vou must set these APs in the same channel and set MAC address of other APs which vou want to
i : commuticate with in the table and then enable the WDS.
! 2 | Repeater Settings

B Virtual AP Settings

WDS:  @Disabled (O Enabled

B Advanced Settings Security:  Authentication:
d B Access Contral
- -l wps
& TCPIP pas EEEEEE
g M Firewall & &
: omment:
o @ Management
Current WDS AP List
AP BSSID Rate Comment

Tieto nastavenia su len pre technicky pokrocilejSich pouzivatelov, ktori maju dostatocné vedomosti o
bezdrétovych LAN. Tieto nastavenia by sa mali menit len v pripade, Ze viete aky nasledok budu mat
konkrétne zmeny na Vas pristupovy bod.

4.2.7 Kontrola pristupu

EVOLVE
gWR‘lEEl""ID . B
g Wireless Access Control

B Operation Mode
=@ Wireless
. B Wireless Status Ifyou choose 'Allowed Listed, only those clients whose wireless MAC addresses are in the access control list
i ' Basic Seltings will be able to connect to vour Access Point. When Dreny Listed' is selected, these wireless clients on the list
i S g S i =
‘ Repeater Settings will not be able to connect the Access Point.
-l Virtual AP Settings
B wDs Settings Wireless Access Control Mode: Allaw All -
[l Advanced Sett

Access Control Setup

& 88 TCP/P Delete Add

Access Control List Association STA list

& Firewall 4 0
-8 Management F i

Pri vybere 'Allow Listed' (povolit uvedené), budd mat moznost pripojit sa k Vasmu pristupovému
bodu len ti klienti, ktorych MAC adresa je uvedena v kontrolnom zozname. Pri vybere 'Deny Listed'
(zakazat uvedené), bude odoprety pritup k Vasmu pristupovému bodu tym uzivatelom, ktorych MAC
adresa je uvedena v kontrolnom zozname.



4.2.8 Nastavenie WPS

WPS (Wi-Fi Protected Setting) je nastavenie, ktoré umoznuje lahké a rychle nastavenie spojenia
medzi klientmi bezdrétovej siete a zariadenia kddovanym spésovom. Pouzivatelia iba zadaju PIN kéd,
¢i stlacia tlaCidlo RST/WPS na paneli pre jeho nakonfigurovanie. V menu “Wireless Settings”
nastavenia bezdrotovej siete) Kkliknite na “WPS settings” (Nastavenia WPS) pre vstup do
nasledovného okna.

Tato stranka Vam umoziiuje zmenu nastaveni WPS (Wi-Fi Protected Setup). PouZzitim tejto funkcie
umoznite klientovi bezdrétovej siete automatickil synchronizaciu nastaveni zariadenia a pripojenie k
pristupovému bodu behom chvile, bez dalSich tazkosti.

EVOLVE’
gWRﬁZ‘uI"JD ) _
;2‘;35@:}35 Wi-Fi Protected Setup

= Operation Mode
=& Wireless
. 7 Thi ALl = o TTPE (O Fi P W FTad =i S
; ‘ Wireless Status This page allows vou to change the setting for WES (Wi-Fi Protected Setup). Using this feature could let vour

: : L witelezz client automatically svnchronize its setting and contiect to the Access Point in a mitate without any
B Basic Settings 2 5 :

i hassle.
: - Repeater Saettings

I Virtual AP Settings WPS: (@ Disabled O Enabled
B wos Settings WPS Status:  Unconfizurad
; i Advanced Settings Self-PIN Number:
g | Control
fo Push Button Configuration:
o TCPAP
& Firewall
-8 Management
Client PIN Number:
I—
WPS log:

WPS : Zapnut/Vypnuat moznost WPS. Predvolena moznost je “disable” (vypnutd).
Self —PIN Number: Efektivny kfu¢ automaticky generovany pristupovym bodom.
Push-Button Configuration: Poskytuje 2 moznosti: PBC (Push-Button Configuration) a PIN kod.

PBC : Vyberte PBC alebo stlacte tlaCidlo RST/WPS na prednom paneli zariadenia na zhruba 1
sekundu (Stlacte tlaCidlo zhruba na 1 sekundu a LED indikator WPS bude blika¢ 2 minuaty, €o
znamena, ze WPS je zapnuté. PoCas toho ako blika indikator mozZete umoznit inému zariadeniu
implementovat WPS/PBC negotiation medzi dvoma zariadeniami. O dve minuty neskor sa vypne LED
indikator WPS, ¢o znamena, Ze pripojovanie WPS je hotové. V pripade pridavania dalSich klientov
prosim postupujte podla krokov uvedenych vyssie — WPS podporuje pristup max. 32 klientov.)

Client PIN Number: V pripade, ze je tato funkcia zapnuta, potrebujete viozit PIN kéd klienta
bezdrbtovej siete do pola a pouzite rovnaké heslo aj pri klientovi WPS.



4.3 Nastavenie TCP/IP
4.3.1 Stav LAN pripojenia

EVOLVE’

== WR153ND

-l System Status
: e Setup Wizard
- Operation Mode
-8 Wireless

B

LLAN Status

LAN Status
[P Address:  192.168.1.1
Subnet Mask: 255235523350
P o . WAN Interface Default Gateway: N A
o Firewall DHCP Server: Enabled
& @ Management DHCP Range:  197.168.13-132.168.1 254
MAC Address:  73:44:76:12:94:B0

DHCP Client List | Refresh
IP Address MAC Address Time Expired{sec)
1 192.168.1.2 beiaeich:dd:Sbicl 84311

Tato stranka ukazuje momentalny stav a zopar z&kladnych nastaveni VaSho zariadenia. Mate tu
moznost zistit' informacie o systéme, ako aj informacie o rozhrani LAN.

MAC Address (MAC adresa) - Fyzicka adresa routera v podobe v akej je zobrazena v LAN. Tato
hodnota sa neda zmenit.

IP Address (IP adresa) — Zadajte IP adresu routera v desiatkovom zapise oddelenom bodkami.
(vid. predvolené nastavenie: 192.168.0.1)

Subnet Mask (Maska podsiete) — Adresovy kod, ktory uréuje velkost siete. Standardne sa ako
maska podsiete pouziva 255.255.255.0

DHCP: Mébzete si vybrat medzi None (Ziadne), Client (Klient) a Server. Router je predvolene
nastaveny v reZime (Dynamic Host Configuration Protocol) server, ktory poskytuje TCP/IP
konfiguraciu pre vSetky PC, ktoré su pripojené k routeru cez LAN.

DHCP Client Range: Toto pole uréuje prvu z adries v subore IP adries.



4.3.2 Stav WAN pripojenia

EVOLVE

== WR153ND
-l System Status - & T Qe :
B Setup Wizard \\ —‘kt\ bt:‘ltlls
5 B Operation Mode

-8 Wireless

=& TCPIP
-l LAN Status WAN Status
£ Attain IP Protocol:  (DHCP) -Disconnected
[l LAN Interface IP Address:  0.0.0.0
-l WAN Interface i e
o8 Firewal SubnetMask: 0.0.00
o Management Default Gateway:  0.0.0.0
DNS:

MAC Address:  78:44.76:12:04:03

Refresh

Tato strAdnka ukazuje momentalny stav a zopar zakladnych nastaveni Vasho zariadenia. Méte tu

moznost zistit’ informacie o systéme, ako aj informacie o rozhrani WAN

MAC Address (MAC adresa) - Fyzickd adresa routera v podobe v akej je zobrazena v LAN. Tato

hodnota sa neda zmenit.

IP Address (IP adresa) — Zadajte IP adresu routera v desiatkovom zapise oddelenom bodkami.

(vid. predvolené nastavenie: 192.168.0.1)

Subnet Mask (Maska podsiete) — Adresovy kod, ktory uréuje velkost siete. Standardne sa ako

maska podsiete pouziva 255.255.255.0

4.3.3 Nastavenie LAN rozhrania

EVOLVE

L WR153ND Ly
i@ System Status [~ AN . y
§{=oote e LAN Interface Setup
= 1 Operation Mode
B Wireless
=& TCRAP This page is used to configure the parameters for local area netwotk which connects to the LAN port of vour
B LAN Status Access Point. Here voumay change the setting for [P addrass, subnet mask, DHCP, ete.

IP Address:  [192/[168/|1 |1
Subnet Mask: 255/ 2550125500

-8 Firowall Default Gateway: [192 J168 ’7 ,7
-8 Management

Apply Changes I [Reset I

DHCP Server: () Disabled (&) Enabled

DHCP Client Range:  [157[154)[1 |2 | ~[192l[1681 |[254
Lease Time{sec): 86400

[ Apply Changes I [ Resst I
Static DHCP Setup
Delste Add
‘D—‘ Static DHCP List DLJ IP-MAC List

Ofezfee i T 111

[192 1681 2BC-AECIDDSBCL

Tato stranka je pouzivana na konfiguraciu parametrov siete LAN, ktora sa pripaja do LAN portu
Vasho pristupového bodu. Tu si mézete zmenit nastavenia IP adresy, masky podsiete, DHCP atd.



4.3.4 Nastavenie WAN rozhrania
EVOLVE

== WR153ND
= System Status
= | Setup Wizard
| Operation Mode
-8 Wireless
=& TCPIP
B LAN Status
B WAN Status
- LAN Interface

}9’ WAN Interface Setup

This page is used to configure the parameters for Intemet network which connects to the WAN port of vour
Access Point. Here voumay chanse the access method to static IP, DHCP, PPPoE or PPTP by click the item
value of WAN Access type.

WAN Access Type: DHCP >

o 2
o @ Management

MIU Size: 1452 :'1.-‘33-1-'32; Bytes
[] Set DNS Manually
psi: o Jo o o
pnsz: oo fo Jo
[ Clone MAC Address: ,_!_l_,_,_‘_

Enable uPnP

[J Enable IGMP Proxy

O Enable Ping Access on WAN

[] Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
[ Disable 802.3az

Remorte management port ;

[ Apply Changes I [Reset l

Tato stranka je pouzivana na konfiguraciu parametrov siete Internet, ktora je zapojena do WAN
portu Vasho pristupového bodu. Mate moznost vybrat si z pristupovych metéd Staticka 1P, DHCP,
PPPOE, alebo PPTP kliknutim na prislusnt hodnotu WAN Access type (Typ pristupu WAN)

4.4 Firewall
4.4.1 Filtrovanie IP/Port

EVOLVE

g WR153ND
I B System Status
-l Setup Wizard
-l Operation Mode
& 8 Wireless
= TCPAP Entries in this table are used to restrict certain tvpes of data packets from yvour local network to Internet throush
= Firowall the Gateway. Use of such filters can be helpful in securing or restricting vour local networtk. network to Intemet
i B through the Gateway. Use of such filters can be helpful in secuting or restricting vour local network.,

IP/Port Filtering

B MAC Filtering

[ URL Filtering
B Port Forwarding
i B DMz PortRange: |  -[
-8 Management Protocol:
Comment: |

IP/Port Filtering

IP Address Range:

IP Address Range

Disabled »

fezfree i I~z feelt T

Current Filter Table:

Port Range Protocol

Comment

Vstupy v tejto tabulke su pouzivané na zakazanie urcitych typov datovych paketov z VaSej lokalnej



siete do Internetu cez branu. Pouzitie podobnych filtrov méze dopomébct k zabezpeceniu, Ci
obmedzeniu vasej lokalnej siete.

IP/Port filtering (Filtrovanie IP/Portu): Pri vybere “White list” (Biela listina) sa budi méct k Vasmu
pristupovému bodu pripojit' len ti klienti, ktori sa nachadzaju na zozname. Pri vybere “Blacklist”

(Cierna listina) bude odmietnuté pripojenie k Vadmu pristupovému bodu tym klientom, ktori sa
nach&adzaju na zozname.

IP Address Range: zadajte rozsah IP adresy pre nastavenie pravidlo
Port range: zadajte filtrovany port, napriklad 20-220
Protocol: mozete si vybrat TCP a UDP

Current filter table: Zoznam filtra portov

4.4.2 Filtrovanie MAC
EVOLVYE

= WR153ND

= System Status | p N e

; JA o
-l Setup Wizard _\I_X(: rllte‘l lll»_“'
= Operation Mode

o8 Wireless

o TCPnP Entries in this table are used to restrict certain tyvpes of data packets from vour local network to Internet throush
: the Gatewav. Use of such filters can be helpful in securing or restricting vour local network.

MAC Filtering Disahbled

. HE £ _
Pl o MAC Address: . . ] T ,_
: - Port Forwarding st s af sl

;- omz Comment: |
-8 Management

Current Filter Tahle:

MAC Address Comment

Vstupy v tejto tabulke su pouzivané na zakazanie urcitych typov datovych paketov z VaSej lokéalnej
siete do Internetu cez branu. Pouzitie podobnych filtrov méze dopoméct k zabezpecleniu, Ci
obmedzeniu vaSej lokalnej siete.

MAC Filtering (Filtrovanie MAC): Pri vybere “White list” (Biela listina) sa budd méct k Vasmu
pristupovému bodu pripojit’ len ti klienti, ktorych MAC adresy sa nachadzaju na zozname. Pri vybere
“Blacklist” (Cierna listina) bude odmietnuté pripojenie k Vasmu pristupovému bodu tym klientom,
ktorych MAC adresa sa nachadza na zozname.

MAC Address (MAC adresa): Zadajte adresu MAC, napriklad: 00:E0:4C:3F:2D:C5.

Current Filter table: Zoznam filtra MAC adries.



4.4.3 Presmerovanie portov

EVOLVE

== WR153ND
-l System Status 4 & vl
B Setup Wiard Port Forwarding
B Operation Mode
-8 Wireless
B ™ TCRAP Entries in this table allow vou to automatically redirect common network services to a specific machine behind
=8 Firewall the NAT firewall. These settings are only necessary if vou wish to host some sort of server like a web server or
: I IP/Port Filtering mail setver on the private local network behind vour Gateway's NAT firewall.
- MAC Filtering
B URL Filtering PortForwarding (3 Disabled () Enabled
i P Address:  [1oo ey [ Local Port Range: b
; DMZ -
H ; Protocol: Wan Port Range: B
-8 Management
Comment: |

Current Filter Tahla:

IP Address Local Port Range ‘Wan Port Range Protocol Comment

Zaznamy v tejto tabulke Vam umozZiuju automaticky presmerovat bezné sluzby do Specifického
zariadenia poza firewall v NAT. Tieto nastaveia su potrebné len v pripade, Ze chcte robit server ako
napriklad web server, mail server alebo sukromnu lokalnu siet poza NAT firewall Vasej brany.

Port Forwarding: Pre zapnutie kliknite na vyber
IP Address: IP adresa PC, na ktorom beZi aplikacia

Protocol - Protokol pouzivany pre tuto aplikaciu, bud TCP, UDP alebo obe (router podporuje
v3etky routery)

Port Range- Cislovania externych portov. MdZete zadat servisny port, alebo rozsah
servisnych portov.(format je XXX — YYY, XXX je zaciato¢ny port, YYY je koneCny port).

Tabulka presmerovania portov: zoznam sluzieb presmerovania portov

4.4.4 Filtrovanie URL
EVOLVYE’

3MD
cle 4 - ‘ -
oy URL Filtering
peration Mode

Wireless

UFRL filteris used to deny LAN users from accessing the intemet. Block those URLs which contain kevwords
listed below.

URL Filtering Disabled |»

URI Address: |

-8 Management

Current Filter Tahle:

TRl Address

Filter URL je pouzivany na zabranenie pouZzivatelov LAN v pristupe do internetu. Zablokujte tie URL



ktoré obsahuju klfu€ové slova uvedené nizSie.

URL Filtering (Filtrovanie URL) : V pripade vyberu 'White list' (Biela listina), sa budd méct k
Vasmu pristupovému bodu pripojit len tie URL adresy, ktoré su uvedené na zozname. V pripade
vyberu 'Blacklist' (Cierna listina) sa URL adresy uvedené na zozname nebudu méct pripojit k Vasmu
pristupovému bodu.

URL Address: Zadajte adresu URL pre uplatnenie pravidla. Kliknite na Apply changes (pouzit
zmeny).

4.45 DMZ
EVOLVE

== \WR153ND

A System Status N |

‘ Setup Wizard ]_):\IZ
= Operation Mode

o Wireless

o TCP/P A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local
=@ Firewall private network. Tvpically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP)

S . IPIPort Filten'ng servers, FIP servers, SMTP (e-mail) servers and DNS servers.

- B MAC Filtering

- B URL Filtering [ Enabled

Port Forwarding DMZ Host [P Address: ez e T

]
I
LB QY

[ Apply Changes ] [Cancel

Funkcia DMZ host povoluje jednému miestnemu host-ovi ziskat pristup k $pecialnym sluzbam ako
napriklad hranie hier cez Internet, ¢i videokonferencie. DMZ host presmeriva vSetky porty naraz.
Akékolvek PC, ktorého port je presmerovany musi mat vypnutu funkciu DHCP a mal by mat
priradenud nova statickd IP adresu forwards all the ports at the same time.

DMZ Enable: Kliknite pre vyber, DMZ méze byt editované
DMZ Host IP Address: Zadajte IP adresu. napriklad 192.168.1.34.

Kliknite na apply changes (pouzit zmeny), nastavenie DMZ je hotové.



4.5 Spravovanie
45.1 QOS
EVOLVE’

= WR153ND

= | System Status
‘ Setup Wizard
. Operation Mode
- Wireless

- TCP/IP

#. Firewall

=@ Management

QoS

Qos:

The Bandwidth provided by ISP:

@ Disabled (O Enabled

UP Link: Fange:(32-102400)Kbps

Down Link Range:{32-102400)Kbps
; ' raffic Statistics
-l DDNS
2 = Time Zone Setting QoS Rule Settings
-~ Denial-of-Sevice —
E ’ Log IP Address Range: ,_ l_l_ ’_ "l l—l_ ’_
B Upgrade Firmware MiCAddress: [~ I [ { 1 1
B Save/Reload Settings Share total bandwidth with all P addresses.
-l Password Mode: >
Assign bandwidth for each IP address
: TP Link: Kbps
Bandwidth:
Down Link: Ebps
Comment |
Current QoS Rules Table
IP Address Range MAC Address Mode i Begnlnk Comment

Bandwidth  Bandwidth

Poznamka: v pripade pridania QoS pravidie, DoS funkcia nebude fungovat.
Tato stranka je uréena pre pomoc uzivatefom v nastaveni parametrov QoS.

The Maximum Bandwidth provided by ISP (maximalna Sirka pasma obstaranaposkytovatelom
internetovych sluzieb)----Indikuje maximalnu Sirku padsma siete pre vSetky datové toky.

Direction----Smer datoveho toku, Up stream znamena, Ze data smeruju von z LAN, Downstream
znamend@, Ze data smeruju do LAN.

IP Address Range----IP adresa PC v LAN
Mini. Rate & Max. Rate----Minimalna a maximalna hodnota, ktoru priradite IP adrese.
Bandwidth sharing----Spbésob akym zdielate bandwidth (pasmo)

Enable----Zapnutie alebo vypnutie tejto funkcie



4.5.2 Nastavenie DDNS
EVOLVE

= \WR153ND
= | System Status
e | Setup Wizard
; ® Operation Mode
& Wireless
= TCPAP Drynamic DNS 1= a service, that provides you with a valid, unchanzing, internet domain name {an URL) to =0
- B Firewall with that (possibly ever-changing) [P-address.
=& Management
~H QoS [] Enabled DDNS
- Traffic Statistics Service Provider:

DDNS Settings

Domain Name:

] 7 ne Setting - =
B Denial-of-Senice User Name/Email:
= Log Password/Key:

‘ Upgrade Firmware
i Save/Reload Settings
B Password

I Apply Changes l [Cancel]

Dynamické DNS je sluZzba ktora Vam poskytne spravnu, nemennu internetovi doménu (URL) ktora
by fungovala s (pravdepodobne nekone&ne meniacou sa) IP adresou. DDNS. Vam umozni priradit
pevného host-a a domnénu k dynamickej IP adrese. Je to uZitocné ked robite hosting vlastnej
webstranky, FTP servera Ci iného servera poza router. Pred pouzitim tejto funkcie sa musite
prihlasit na sluzbu DDNS, ako je napriklad www.DynDNS.org alebo www.TZO.com. Poskytovatel
sluzby Dynamicky DNS klient Vam nasledne poskytne heslo alebo klu¢.

Pre nastavenie DDNS, prosim postupujte podla nasledujucich krokov:
1. Zadajte Poskytovatela sluzieb.

2. Zadajte Pouzivatel'ské meno Vasho DDNS uctu.

3. Zadajte Heslo Vasho DDNS uctu.

4. Domain Name — Nazov domény sa zobrazuje tu. Kliknite na Apply Changes (Ulozit’ zmeny) pre
odhlasenie z DDNS sluzby.



4.5.3 Nastavenie casového pasma

EVOLVE

gWRﬂEBND
i B System Status
B Setup Wizard
B Operation Mode
: Wireless
o TCPIP Tou can maintain the system time by synchronizing with a public ime server over the Internet.
&8 Firewall
=-@0 Management Current Time:  2011-03-19 09:16:04
f ' o 2 Sync with host
i Bl Traffic Statistics - — - -
i Time Zone Select: | (GMT+01:00)Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna »
[] Enable NTP client update
Automatcally Adjust Daylight Saving
NTP Server: 192 5 41 .41 - North America v

Time Zone Setting

[ (Manual IP Setting)

l Apply Changes I l Cancel ] l Refresh ]

Systémovy €as si mbézZete nastavit’ synchronizovanim s verejnym €asovym serverom cez Internet.
Current time (Terajsi ¢as): Zadajte datum a Cas.

Time Zone Select (Vyber éasového pasma): Vyberte miestne €asové pasmo z rolovacieho
menu.

Enable NTP client update: Pri vybere budete mat moznost ziskavat ¢as z NTP.
NTP server: Vyberte server zo zoznamu

Kliknite na Apply changes (uloZit zmeny) a ziskajte €as cez Internet ak ste nari pripojeny.

4.5.4 Odopretie sluzby (DoS)

EVOLVE

== WR153ND

= | System Status
B Setup Wizard
= | Operation Mode
M Wireless

Denial of Service

o TCPNP A DoS{denial-of-service) attack is characterized by an explicit attempt by hackers to prevent legitimate users of
o8 Firewall a service from using that service.
=& Management
. QoS [[] Enable DoS Prevention Select All
§ : SSE‘; Stahshes Whole System Flood: SYN Packets/Second
- ., Whole Svstem Flood: FIN | Packets/Second
-l Time Zone Setti =
Whole System Flood: UDP Packets/Second
Whole System Flood: ICMP Packets/Second
pgrade Firmware Per-Source IP Flood: SYN Packets/Second

avefReload Settings
assword

Per-Source IF Flood: FIN
Per-Source IP Flood: UDP
Per-Source IP Flood: ICMP
Enable Source IF Blocking
TCP/UDP PortScan

ICMP Smurf

IF Land

IP Spoof

| Packets/Second

| Packets/Second
Packets/Second
Block rime(sec)

Sensitivity



Utok "denial-of-service" (DoS, odopretie sluzby) je charakterizovany explicitnym pokusom hackerov
zabezpedit odmietnutie pristupu legitimnych pouzivatelov v pristupe k sluzbam ktoré vyuzivaju.

Enable DoS Prevention: Pri vybere budete méct nastavit rezim prevencie DoS.
Enable Source IP Blocking: MbZete zadat’ €as blokovania zdrojove;j IP.

Kliknite na Apply settings (pouzit nastavenia) pre ulozenie nastaveni pre DoS.

4.5.5 Log
EVOLVE’

== WR153ND

-l System Status S vstem I_. L g

[ B Setup Wizard
~ Operation Maode

- Wireless

& TCPnP This page can be used to set remote log server and show the svstem log.

-l

= ﬂ' Management system log (® Disabled () Enabled
E = Qo3 ” Log Level: Alllog WLAN log DoS log
H . EI’SE; Rt Remote Log Server: e Jo o o

-8 Time Zone Setting
I Denial-of-Semvice

; pgrade Firmware
: B Save/Reload Settings
- Password

Tato stranka sa pouZiva na nastavenie logového serveru a na zobrazrnie systémového logu.

4.5.6 Aktualizacia firmvéru

EVOLVE’

Upgrade Firmware

Firmware Version: ENOLVE-WRLSIND-IP04166-3PI-GW-1T1IR- V1.2 2
Build Time: 2012.02.17-10:59-+H1200

Select File: Browsa. . I Upgrade

M ate:
do not power off the device duting the upload because it may crash the systeml!|

Tato strdnka Vam umoziiuje aktualizovat firmvér pristupového bodu na novsSiu verziu. Porim
pamatajte si, ze nesmiete vypnut zariadenie pofas poCas nahravania. pretoze mdze dojst k
spadnutiu systému.



4 5.7 Ukladanie/Nahravanie nastaveni

EVOLVE’

Tato stranka Vam umozriuje
suboru, ktory bol uloZeny pred
predvolené nastavenia.

4.5.8 Nastavenie hesla

B Setup Wiz
; ] Operation Mode

' Repeater Settings
B Virtual AP Settings
B wos Settings

B 1AN status
B wan Status
B LAN Interface
-l WAN Interface
-] 8 Firewall
=-& Management

- Qos

Bi Denial-of Senice
' Log
B upgrade Firmware

Tato stranka sa pouziva na

Save/Reload Settings

Thiz page allows you save cutrent settings to a file orreload the settings from the file which was saved
previously. Besides, you could reset the current configuration to factory default.

[ Save Settings ] Save Settings to File
| Browse..
Load Setii from File
| Upload Settings | e
[ Reset Settings ] Reset Settings to Default
[ System Reboot ]

ulozit momentalne nastavenia do suboru a nahrat nastavenia zo
nim. Okrem toho si tu mozZete zresetovat momentalne nastavenia na

Password Setup

This page is used to set the account to access the web server of Access Point. Empty user name and password
will disable the protection.

User Name:
New Password:
Confirmed Pazsword:

Apply Changes l [ Cancel ]

nastavenie uctu cez ktory sa budete pripajat na webovy server



Pristupového bodu.
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