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Notices

This document could include typographical errors or technical inaccuracies. Changes are made

to the document periodically. These changes will be incorporated in new editions of the
publication. QSAN may make improvements or changes in the products. All features, functionality,
and product specifications are subject to change without prior notice or obligation. Document
contained herein is subject to change without notice.

The references in this document to non-QSAN websites are provided for convenience only. They
do not in any manner serve as an endorsement of those websites. The documents at those
websites are not part of the materials for QSAN products. Using those websites is at your own
risk.

Any performance data contained herein was determined in a controlled environment. Therefore,
the results obtained in other operating environments may vary significantly. Some measurements
may have been made on development-level systems and there is no guarantee that these
measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary. Users of
this document should verify the applicable data for their specific environment.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products.

All of these names are fictitious and any similarity to the names and addresses used by an actual
business enterprise is entirely coincidental.
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Configure iSCSI Initiator

Executive Summary

In this document, we will guide users to understand how to use the software iSCSI initiator in
Microsoft® Windows® Server 2012 R2 to connect to QSAN XCubeSAN dual controller system. We
will also demonstrate the steps pertaining to how multipath I/0 be configured with XCubeSAN for
achieving the expected throughput.

Audience

This document is applicable for QSAN customers and partners who are familiar with QSAN
products. Any settings which are configured with basic operations will not be detailed in this
document. If there is any question, please refer to the user manuals of products, or contact QSAN
support for further assistance.

Test Environment

Host
. 0OS: Microsoft Windows Server 2012 R2

. Software: Microsoft iSCSI initiator

Storage
¢ QSAN XCubeSAN XS5224

Firmware Version: 1.0.0

Configuration Guide

Here is the step by step to setup Microsoft iSCSI Initiator. Please visit Microsoft website for latest
iSCSl initiator.

Enable Multipath 1/0 feature

1. Open the Server Manager window, and click Add roles and features.

Configure iSCSI Initiator 1
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Server Manager * Dashboard | ['A Manage  Toois

B Dashboard WELCOME TO SERVER MANAGER

B Local Server
BE All Servers

FE File and Storage Services b

o Configure this local server

QUICK START

n

Add roles and features I

w

Add other servers to manage

WHAT'S NEW
= 4 Create a server group

Hide

LEARN MORE

2. Check the item of Multipath I/0, and click Next button to install this new feature.

= Add Roles and Features Wizard - o=

Select features BN

| L The destination server has a pending restart. We recommend that you restart the destination server before either installing o... x

Before You Beain Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection LI Group roiicy Management ~|  Multipath /0, along with the
Server Roles ] 1S Hostable Web Core {T)i;a)scft Dt:{i: Specigcs mcdule
. - or a third-party ,
L] Ink and Handuriting Services provides support for using multiple
Confirmation [ Internet Printing Client data paths to a storage device on
[] IP Address Management (IPAM) Server Windows.

[] iSNS Server service

] LPR Port Manitor

[] Management OData IS Extension
[[] Media Foundation

I [] Message Queuing
Multipath 1/0
L| Netwark Load Balancing

[] Peer Name Resolution Protocal
M1 Pialite Windaws Andin Viden Femarisnes v
<[ [ HE

3.  Thisrequires a reboot of server to take effect.

Connect to iSCSI Target
1. Run Microsoft iSCSI Initiator.

2. Input IP address of the iSCSI LAN port on XS5224, and click Quick Connect button.

2 © Copyright 2016 QSAN Technology, Inc. All Right Reserved.
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Targets | Discavery | Favarite Targets I Volumes and Devices I RADIUS | Configuration I

[ Guick Conneck

To discover and log on to a target using a basic connection, tvpe the IP address or
DNS name of the target and then click Quick Connect.,

Target: 192.1658.21.1

Discovered targets
Refresh |

Marmne | Skakus |

Ta connect using advanced options, select a target and then Conrect |
click Connect. —

To completely disconnect a target, select the target and Disconnzct |
then click Disconnect, —

For target propetties, including configuration of sessions, Propetties, . |
select the target and click Properties. —

Far configuration of devices associated with a target, select Devices. .. |
the target and then click Devices, =

More abouk basic iSC5T connections and kargets

o4 Cancel Lpply

3.  Select the target name, and then click Done button.

nneck

Targets that are available for connection at the IP address or DMS name that you
provided are listed below, IF multiple targets are available, vou need to connect
ta each target individually.

Connections made here will be added ta the list of Favorite Targets and an attempt
to restore them will be made every time this computer restarts,

i~ Discavered kargets

Mame Status

i~ Progress repork

Immediate Login Succeeded. Persistent Login Failed, target will not be available
after syskem reboot,

Conmeck | Done |

Configure iSCSI Initiator
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iSCSI Initiator Properties m

Targets | Discavery | Favarite Targets I Volumes and Devices I RADIUS | Configuration I

[ Guick Conneck
To discover and log on to a target using a basic connection, tvpe the IP address or
DNS name of the target and then click Quick Connect.,

Target: Guick Canneck, .. |

Discovered targets

Refresh |

Marmne | Skakus |
iqn. 2004-08 bw.com.gsan: devd,ckrl Connected

Ta connect using advanced options, select a target and then Connect |
click Connect. —

To completely disconnect a target, select the target and Disconnect |
then click Disconnect, —

For target propetties, including configuration of sessions, Propetties. .. |
select the target and click Properties. -

Far configuration of devices associated with a target, select Devices. .. |
the target and then click Devices, =

o4 I Cancel Lpply

4. |t connects to an iSCSI disk now.

Setup MPIO (Multipath 1/0)

1. If running MPIO, please continue.
2.  Click Discovery tab to connect the second path.

3. Click Discover Portal button. Enter the IP address or DNS name of the target.

4 © Copyright 2016 QSAN Technology, Inc. All Right Reserved.
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Targets Discovery | Favarite Targets I Volumes and Devices I RADIUS | Configuration I

Refresh |
| IP address

[ Target porkals

The system will look for Targets on Following portals:

Address | Port | Adapter

192.165.21.1 3260 Defaulk

Ta add a target paortal, click Discover Portal.

Toremove a target portal, select the address above and
then click Remave.,

Defaulk

Discover Porkal

Remove |

[iSN3 servers

The system is registered an the Following iSNS servers:

Refresh |

Mame

To add an iSMS server, click Add Server.,

Ta remove an iSMS server, select the server above and
then dlick Rermove.

Add Server. .. |
Remoye |

More about Discovery and iSHS

oK

Cancel

Apply

Discover Target Portal

Enter the IP address or DMS name and part number of the portal you

want ko add,

To change the default settings of the discavery of the target partal, click

the: Advanced butkon,

IP address or DMS name:

Port: (Default is 3260.)

|192.168.22.2| |3260

Advance |

|

4.

Click OK button.

Configure iSCSI Initiator
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iSCSI Initiator Properties m

Targets | Discavery | Favarite Targets I Volumes and Devices I RADIUS | Configuration I
[ Guick Conneck

To discover and log on to a target using a basic connection, tvpe the IP address or
DNS name of the target and then click Quick Connect.,

Target: Guick Canneck, .. |

Discovered targets

Refresh |
Marmne | Skakus |
iqn. 2004-08 bw.com.gsan: devd.ckrl Connected
iqn. 2004-05.bve.com.gsan: devi.ctr2 Inactive

Ta connect using advanced options, select a target and then
click Connect.

Ta completely disconnect a target, select the target and [EfseErmeat |
then click Disconnect. —

Far target properties, including configuration of sessions, Properties. ., |
select the target and click Properties. -

Far configuration of devices associated with a target, select Devices. .. |
the target and then click Devices, =

More abouk basic iSC5T connections and kargets

o4 Cancel Lpply

Connect To Target E

Target name:

qun.2004-08.tw.com.qsan:devD‘ctrZ
¥ &dd this connection ta the list of Favarite Targets,
This will make the system automatically attempt to restore the

connection every kime this computer restarts,

¥ Enable multi-path

Advanced. .. |

Cancel |

5.  Click Targets tab, select the second path, and then click Connect button.
6. Enable Enable multi-path checkbox. Then click OK button.

7. Done, it connects to an iSCSI disk with multi-path.

Enable MPIO Support

1.  Forthe iSCSI storage, use the iSCSI Initiator to connect to the XS5224 with volume attached
to LUN on it first.

6 © Copyright 2016 QSAN Technology, Inc. All Right Reserved.



Search

Everywhere

[SCS Initiator]
&, iSCS| Initiator
o5t

e nternet Explorer
DYNAMO

Q Switch input language

lo

IOMETER ;;J Display

2. In Device Manager, under Disk drives, it will display one or more disks, depends on how
many paths available to a single volume on the storage. There are two identical SCSI
devices to one volume on XS5224 as two paths are available from the host to the storage.

:_; Qsan X55224 SCSI Disk Device
& Qsan X55224 SCSI Disk Device

3. After adding the Multipath 1/0 feature, MPIO support for iSCSI devices can be added or
removed via MPIO tool.

Search

Everywhere

- MPO
&

DYNAMO

lo

IOMETER

4.  In MPIO Properties window, switch to the label of Discover Multi-Paths, check the option of
Add support for iSCSI devices and click Add button. A reboot for the host is required for this
setting to take effect.

Configure iSCSI Initiator 7
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MPIO Properties -

MPIO Devices | Discover MultiPaths | DSM Install | Configuration Snapshot |

SPC-3 compliant

Device Hardware Id

Add support for ISCSI devices
[Céidd 5

Others

Device Hardware Id

5.  After reboot, logon the iSCSI target again. The iSCSI disk drive in Device Manager becomes
a multi-path disk device now.

A Computer Management (Local | 4 |23 WIN-4IUFJRBCDCQ
4 |f} System Tools p (% Computer
b (5) Task Scheduler 4 Disk drives
b §3] Event Viewer =5 Qsan X55224 Multi-Path Disk Device
p @ Shared Folders 5 ST380817AS ATA Device
b & Local Users and Groups p W Display adapters
b (%) Performance b o4 DVD/CD-ROM drives
&= Device Manager b < Floppy disk drives
4 8 Storage S EE Floppy drive controllers
b W Windows Server Backug. b G IDE ATA/ATAPI controllers
2¢ Disk Management p = Keyboards

6. For FC (Fibre Channel) volume, the steps to enable the MPIO support are similar as the

iSCSI storage. Here is an example, connecting the host with HBA to the storage, and there is
a volume attached with a LUN.

7. In MPIO Properties window, switch to the label of Discover Multi-Paths. The FC device will
be listed in the SPC-3 compliant column. Select the Qsan and click Add button. It will take
about half minutes to accomplish the setting, and then a reboot on the server is necessary
to let it take effect.

© Copyright 2016 QSAN Technology, Inc. All Right Reserved.
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, e .
[1P10Devcsa| Dcover MsnPatre (DM st | Configuraton Srapshot |
SPC-3 complant

| Device Hardware 1

Qean

v Add moport for ECS] devices

[7)Add support for SAS devices

8.  After reboot, the volume on XS5224 in Device Manager becomes a multi-path disk device.
Configure Multipath Policy

1. For the iSCSI disk, the multipath policy can be specified inside the Microsoft iSCSI initiator.

iSCSI Initiator Properties =8

Devices x| 1

ig | | MPIO

Load balance policy:

Round Robin

Round Robin With Subset
Least Queue Depth
Weighted Paths

Least Blocks

This device has the following paths:

Path Id Status Type Weight Session ID
0x77040000 Conne... Active nfa fffe000003c6020-4
0x77040001 Conne...  Active nfa ffe000009ca020-4

ok |[ cancel apply |

2. Forthe FC disk, the multipath policy can be specified by right clicking on the multi-path disk
device in the Device manager, and then select Properties.

3. In MPIO label, the policy can be modified.

Configure iSCSI Initiator 9
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‘@san’ | Multi-Path Disk Device Properties [
Genersl | Pokcies | Volumes | MPO | Ditver | Detats | Everts
Select the MPIO pokcy.  [Round Robn ] v

Descrption

The round roben policy attemprs 10 evenly datrbete INComng requests
10 &l processing paths

DSM Name:  |Microsclt DSM [ petats
Thes ggwce has the {olowng paths
Path id Path State PG TPG Stte Wer
77050000 Actve/Opten 1 Active/Optim

77060000 Actve/Optens . 0 Active/Optms
< " >

To edt the path settings for the MPIO policy, select 3 1 £
path and chck Edt

To apply the path settings and selected MPIO policy,
chck Foply

R (e |

Disconnect

1.  Select the target name, click Disconnect button, and then click Yes button.

iSCSI Initiator Properties m

Targets | Discavery | Favarite Targets I Volumes and Devices I RADIUS | Configuration I

[ Guick Conneck

To discover and log on to a target using a basic connection, tvpe the IP address or
DNS name of the target and then click Quick Connect.,

Target: Guick Canneck, .. |

Discovered targets

Refresh |
Marmne | Skakus |
iqn. 2004-08 bw.com.gsan: devd.ckrl Connected
iqn. 2004-05.bve.com.gsan: devi.ctr2 Connected

Ta connect using advanced options, select a target and then Connect |
click Connect. —

To completely disconnect a target, select the target and
then click Disconnect,

Far target properties, including configuration of sessions, Properties. ., |
select the target and click Properties. -

Far configuration of devices associated with a target, select Devices. .. |
the target and then click Devices, =

More abouk basic iSC5T connections and kargets

o4 Cancel Lpply

10 © Copyright 2016 QSAN Technology, Inc. All Right Reserved.
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2. Done, the iSCSI device disconnect successfully.

Conclusion

QSAN XCubeSAN series products provide Active-Active dual controller and support ALUA, user
don’t have to pre-configure any option on XCubeSAN system to achieve the redundancy between
Windows server and XCubeSAN, just make sure the multipath 1/0 session is well-configured and
the failover/back mechanism will automatically be executed once one of controllers gets failed.

Apply To
. XCubeSAN Series
J AegisSAN Q500 Series
. AegisSAN LX Series

J AegisSAN V100 Series
Reference

Obsolete QSAN White Paper
. QWP201201-How_To_Enable_MPIO_in_WS2008.pdf
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