Platform Feature Support Matrix

SUM (OOB & In-Band)
Solution Feature

HW & FW Compati

Without BMC

[ Group ]
e A1 series X11 Intel® Xeon® |X11 8th Generation X1fﬁt‘f®°;::r’;‘°" -
All platform listed | X10 Intel® Xeon® | oBlade/lntel® Xeon | X11 Intel® Xeon® Intel Atom® Scalable Intel® Processor e e I |t e 113 AMD EPyc |  Habana carrier RPED I CEIRLTn
in the “With BMC | Processor E3-1200| ® Processor E5 | Processor E3-1200 K1 c7 Processor C3000 | Processors with | Family andIntel® | Se®bie L | X TE RN e HI1AMDEPYC | H12AMDEPYC | M1z AMD Ryzen™ | 05 B P25, | board with Gaudi | , <100 o
columns” V3 Product Family |  v3/v4 Product | v5 Product Family Series Intel® C620 Series | Xeon® Processor | P Y Al processors pet
Intel® C620 Series processors
Family Chipsets E-2100M Family e
[ Key Management ]
ActivateProductKey Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
QueryProductKey Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
[ BIOS Management |
UpdateBios B Ve Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
No for OOB
GetBiosinfo Yes forin-band |y Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
No for 00B
GetDefaultBiosCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetCurrentBiosCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChangeBiosCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
LoadDefaultBiosCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetDmilnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
EditDmilnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChangeDmilnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SetBiosAction Yes Yes Yes Yes Yes
SetBiosPassword Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
EraseOAKey Yes Yes Yes Yes Yes Yes
BiosRotManage Yes for RoT Yes for RoT Yes for RoT Yes for RoT Yes for RoT Yes
9 No for non-RoT No for non-RoT Nofor non-RoT  |No for non-RoT [No for non-RoT
UpdateScp Yes for R12
GetScplnfo Yes for R12
GetFixedBoolClg Yes Yes Yes
ChangeFixedBootCfg Yes Yes Yes
SecureBootManage Yes Yes
[ BMC Management |
UpdateBme Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetBmclinfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetBmcClg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes




ChangeBmcCig Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SetBmcPassword Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetLockdownMode Yes Yes Yes Z;iﬁ:gsz”c Yes Yes Yes Yes
SetLockdownMode Yes Yes Yes ngrgss::::;?”c Yes Yes Yes Yes
GetKesPriv Yes Yes Yes Yes Yes Yes Yes Yes
SetKcsPriv Yes Yes Yes Yes Yes Yes Yes Yes
LoadDefaultBmcClg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
BmcRotManage Yes for RoT Yes for RoT Yes for RoT Yes for RoT Yes for RoT Yes Yes
No for non-RoT No for non-RoT No for non-RoT No for non-RoT No for non-RoT
TimedBmcReset Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes ;isfs‘:'n'::TRﬂ ;ffk"‘r’;'::TRoT Yes Yes
Attestation Yes for RoT2.0 Yes for RoT Yes for RoT Yes
No for others No for non-RoT No for non-RoT
GetBmcUserList Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SetBmcUserList Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetBmeLANCIg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChangeBmcLANCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
RmcpManage Yes Yes Yes Yes Yes Yes Yes
BootStrappingAccount Yes Yes Yes Yes Yes Yes Yes
[ System Check ]
CheckOOBSupport Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Checkassetinfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes in RoT Yes in RoT Yes Yes
CheckSystem Utilization Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
CheckSensorData Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ServiceCalls Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SystemPFA Yes
MemoryHealthCheck Yes
CpuOnDemand Yes
GetFrulnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
RestoreFrulnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChassisIntrusion Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
[ System Event Log ]
GetEventLog Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ClearEventLog Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes




GetMaintenEventLog Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ClearMaintenEventLog Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
[ Storage Management ]

GetRaidControllerinfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

UpdateRaidController Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

GetRaidCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

ChangeRaidClg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

GetSatalnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

GetNvmelnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

ControlNVMe Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

SecureEraseDisk Yes Yes Yes Yes Yes Yes Yes Yes Yes

SecureEraseRaidHdd Yes Yes Yes

GetPMemlnfo Yes Yes Yes

UpdatePMem Yes Yes Yes

GetVROCCfg Yes Yes Yes

ChangeVROCCfg Yes Yes Yes

[ NIC Management ]

GetAocNICInfo Yes Yes Yes Yes Yes Yes Yes
UpdateAocNIC" Yes Yes Yes Yes Yes Yes Yes
[ Application ]

RawCommand Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetUsbAccessMode Yes Yes Yes Yes Yes Yes

SetUsbAccessMode Yes Yes Yes Yes Yes Yes

LocateServerUid Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SetHttpBoot Yes Yes Yes Yes Yes Yes Yes Yes Yes
KmsManage Yes Yes Yes Yes Yes Yes

RedfishAPI Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
GetSystemCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChangeSystemCig Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
RemoleExec Yes for supported remote OS installed Yes for supported remote OS installed




[ PSU Management |

GetPsulnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
UpdatePsu Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

UpdatePsu with LCMC Yes Yes Yes Yes Yes Yes Yes Yes Yes

GetPowerStatus Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
SetPowerAction Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
[ TPM Management ]

TpmProvision Yes Yes Yes Yes Yes Yes Yes

GetTpminfo (SMCI OTA) Yes Yes Yes Yes Yes

GetTpminfo (Intel OTA) Yes Yes Yes Yes Yes

GetTpminfo (AMD) Yes Yes Yes Yes

TpmManage (SMCI OTA) Yes Yes Yes Yes Yes

TpmManage (Intel OTA) Yes Yes Yes Yes Yes

[ GPU Management ]

GetGpulnfo Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
UpdateGpu Yes Yes Yes ngrfs::po:;?mc Yes Yes Yes
[ CPLD Management ]

GetCpldinfo ::svc’:rni:TRnT Bs= ::svc’:rni:TRnT Bs= NS

UpdateCpld ;zsfg:rn'::TRoT e ;zsfg:rn'::TRoT e s

CpldRotManage ::svc’:rni:TRnT ::svc’:rni:TRnT

GetSwitchboardCpidinfo Yes Yes

UpdateSwitchboardCpld Yes Yes

GetFanboardCpldinfo Yes Yes

UpdateFanboardCpld Yes Yes

GetAomboardCpidinfo Yes Yes Yes
UpdateAomboardCpld Yes Yes Yes
GetMiscCpidinfo Yes
UpdateMiscCpld Yes
[ AIP Management ]

GetAipCpldinfo Yes

UpdateAipCpld Yes




[TwinPro Management ]

GetTpClg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ChangeTpCfg Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

[CDU Management ]

MonitorCDUStatus Yes

[Backplane Management ]

GetMultinodeEcinfo Yes Yes

UpdateMuitinodeEc Yes Yes

[VM Management ]

Mountisolmage Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

UnMountisolmage Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

MountFloppylmage Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

UnMountFloppylmage Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Getvminfo Yes Yes Yes Yes Yes Yes Yes
VmManage Yes Yes Yes Yes Yes Yes Yes
[PCleSwitch Management

GetPCleSwitchino 1208C onis) 2000ATS onh)

UpdatePCleSwitch ;:::)s;gr:‘ ly) ;:;(Ds;;-p;:s only)

[Security Management ]

GetCpuERGTInfo Yes
UpdateCpuERoT Yes
GetGpuERoTInfo Yes
CpuERoTManage Yes
FpgaRoTManage Yes
[FPGA Management ]

GetMotherboardFpgalnfo Yes
UpdateMotherboardFpga Yes
[MCU Management |

GetMotherboardMculnfo Yes

UpdateMotherboardMcu Yes




NOTE

Please refer to Tab
"NIC Chipset"




Platform Feature Support Matrix

HW & FW Compatibility
SUM CMM OOB Commands ~ o
Solution Feature Without CMM With CMM
All platforms B1 series B10 B11 B12 MicroBlade SuperBlade
[ CMM Management ]
UpdateCmm Yes Yes Yes Yes Yes Yes
GetCmminfo Yes Yes Yes Yes Yes Yes
GetCmmCfg Yes Yes Yes Yes Yes Yes
ChangeCmmCfg Yes Yes Yes Yes Yes
SetCmmPassword Yes Yes Yes Yes Yes
LoadDefaultCmmCfg Yes Yes Yes Yes Yes Yes
GetBbplinfo Yes Yes Yes Yes Yes Yes
UpdateBbp Yes Yes Yes Yes Yes Yes
GetBladePowerStatus Yes Yes Yes Yes Yes Yes
SetBladePowerAction Yes Yes Yes Yes Yes Yes
Yes Yes
ProfileManage (Support CMM_AST2400_64MB |(Support CMM_AST2400_64MB
and CMM AST2600) and CMM AST2600)
Yes
Yes Yes (Support
(For B12SPE, B12DPT, (Support CMM_AST2400_64MB, CMM
GetSystemCfg Yes BH12SSi CMM_AST2400_64MB, CMM AST2600
B13SEE, B13DEE, B13DET, AST2600 and blade for B3ST1 |and blades for B12SPE,
and B3ST1 only) under the system only) B12DPT, BH12SSi and
R42CEE R42NEE R42NET
Yes
Yes Yes (Support
(For B12SPE, B12DPT, (Support CMM_AST2400_64MB, CMM
ChangeSystemCfg Yes BH12SSi CMM_AST2400_64MB, CMM AST2600 and blades for
B13SEE, B13DEE, B13DET, AST2600 and blade for B3ST1 |B12SPE, B12DPT, BH12SSi
and B3ST1 only) under the system only) and B13SEE, B13DEE,
RAANET anhi
GetSwitchinfo Yes Yes
UpdateSwitch Yes Yes
RebootSwitch Yes Yes




Platform Feature Support Matrix

SUM Switch OOB
Commands Solution
Feature

HW & FW Compatibility

SBM-25G-P10/BMB-25G-P10
MBM-XEM-002/SBM-25G-100/MBM-GEM-004

[ CMM Management ]

UpdateSwitch

Yes

RebootSwitch

Yes




Platform Feature Support Matrix

SUM (OB & In-Band) OS & Architecture Compatibility
Solution Feature
[ Group] x86_64 ARM64
Command

Linux Windows FreeBSD Linux
[ Key Management ]
ActivateProductKey Yes Yes Yes Yes
QueryProductKey Yes Yes Yes Yes
[ BIOS Management ]
UpdateBios Yes Yes Yes Yes
GetBiosInfo Yes Yes Yes Yes
GetDefaultBiosCfg Yes Yes Yes Yes
GetCurrentBiosCfg Yes Yes Yes Yes
ChangeBiosCfg Yes Yes Yes Yes
LoadDefaultBiosCfg Yes Yes Yes Yes
GetDmilnfo Yes Yes Yes Yes
EditDmilnfo Yes Yes Yes Yes
ChangeDmilnfo Yes Yes Yes Yes
SetBiosAction Yes Yes Yes
SetBiosPassword Yes Yes Yes Yes




EraseOAKey Yes Yes Yes

BiosRotManage Yes Yes Yes Yes
UpdateScp Yes Yes Yes Yes
GetScplinfo Yes Yes Yes Yes
GetFixedBootCfg Yes Yes Yes Yes
ChangeFixedBootCfg Yes Yes Yes Yes
SecureBootManage Yes Yes Yes Yes
[ BMC Management ]

UpdateBmc Yes Yes Yes Yes
GetBmclnfo Yes Yes Yes Yes
GetBmcCfg Yes Yes Yes Yes
ChangeBmcCfg Yes Yes Yes Yes
SetBmcPassword Yes Yes Yes Yes
GetLockdownMode Yes Yes Yes Yes
SetLockdownMode Yes Yes Yes Yes
GetKcsPriv Yes Yes Yes Yes
SetKcsPriv Yes Yes Yes Yes
LoadDefaultBmcCfg Yes Yes Yes Yes
BmcRotManage Yes Yes Yes Yes




TimedBmcReset Yes Yes Yes Yes
Attestation Yes Yes Yes Yes
GetBmcUserList Yes Yes Yes Yes
SetBmcUserList Yes Yes Yes Yes
GetBmcLANCfg Yes Yes Yes Yes
ChangeBmcLANCfg Yes Yes Yes Yes
RmcpManage Yes Yes Yes Yes
BootStrappingAccount Yes Yes Yes Yes
[ System Check ]

CheckOOBSupport Yes Yes Yes Yes
CheckAssetlnfo Yes Yes Yes Yes
CheckSystemUtilization Yes Yes Yes Yes
CheckSensorData Yes Yes Yes Yes
ServiceCalls Yes Yes Yes Yes
SystemPFA Yes Yes Yes Yes
MemoryHealthCheck Yes Yes Yes Yes
CpuOnDemand Yes Yes Yes
GetFrulnfo Yes Yes Yes Yes
RestoreFrulnfo Yes Yes Yes Yes




ChassislIntrusion Yes Yes Yes Yes
[ System Event Log ]

GetEventLog Yes Yes Yes Yes
ClearEventLog Yes Yes Yes Yes
GetMaintenEventLog Yes Yes Yes Yes
ClearMaintenEventLog Yes Yes Yes Yes
GetHostDump Yes Yes Yes Yes
[ Storage Management ]

GetRaidControllerinfo Yes Yes Yes Yes
UpdateRaidController Yes Yes Yes Yes
GetRaidCfg Yes Yes Yes Yes
ChangeRaidCfg Yes Yes Yes Yes
GetSatalnfo Yes Yes Yes Yes
GetNvmelnfo Yes Yes Yes Yes
ControINVMe Yes Yes Yes Yes
SecureEraseDisk Yes Yes Yes Yes
SecureEraseRaidHdd Yes Yes Yes Yes
GetPMemiInfo Yes Yes Yes Yes
UpdatePMem Yes Yes Yes Yes




GetVROCCfg Yes Yes Yes Yes
ChangeVROCCfg Yes Yes Yes Yes
[ NIC Management ]

GetAocNICInfo Yes Yes Yes Yes
UpdateAocNIC Yes Yes Yes Yes
[ Application ]

RawCommand Yes Yes Yes Yes
GetUsbAccessMode Yes Yes Yes

SetUsbAccessMode Yes Yes Yes

LocateServerUid Yes Yes Yes Yes
SetHttpBoot Yes Yes Yes Yes
KmsManage Yes Yes Yes Yes
RedfishAPI Yes Yes Yes Yes
GetSystemCfg Yes Yes Yes Yes
ChangeSystemCfg Yes Yes Yes Yes
RemoteExec Yes Yes Yes Yes
[ PSU Management ]

GetPsulnfo Yes Yes Yes Yes
UpdatePsu Yes Yes Yes Yes




UpdatePsu with LCMC Yes Yes Yes Yes
GetPowerStatus Yes Yes Yes Yes
SetPowerAction Yes Yes Yes Yes
[ TPM Management ]

TpmProvision Yes Yes Yes Yes
GetTpminfo (SMCI OTA) Yes Yes Yes Yes
GetTpminfo (Intel OTA) Yes Yes Yes Yes
GetTpminfo (AMD) Yes Yes Yes Yes
TpmManage (SMCI OTA) Yes Yes Yes Yes
TpmManage (Intel OTA) Yes Yes Yes Yes
[ GPU Management ]

GetGpulnfo Yes Yes Yes Yes
UpdateGpu Yes Yes Yes Yes
[ CPLD Management ]

GetCpldinfo Yes Yes Yes Yes
UpdateCpld Yes Yes Yes Yes
CpldRotManage Yes Yes Yes Yes
GetSwitchboardCpldinfo Yes Yes Yes Yes
UpdateSwitchboardCpld Yes Yes Yes Yes




GetFanboardCpldinfo Yes Yes Yes Yes
UpdateFanboardCpld Yes Yes Yes Yes
[ AIP Management ]

GetAipCpldinfo Yes Yes Yes Yes
UpdateAipCpld Yes Yes Yes Yes
[ TwinPro Management ]

GetTpCfg Yes Yes Yes Yes
ChangeTpCfg Yes Yes Yes Yes
[ CDU Management ]

MonitorCDUStatus Yes Yes Yes Yes
[ Backplane Management ]

GetMultinodeEclInfo Yes Yes Yes Yes
UpdateMultinodeEc Yes Yes Yes Yes
[VM Management ]

Mountlsolmage Yes Yes Yes Yes
UnMountlsolmage Yes Yes Yes Yes
MountFloppylmage Yes Yes Yes Yes
UnMountFloppylmage Yes Yes Yes Yes
GetVminfo Yes Yes Yes Yes




VmManage Yes Yes Yes Yes
[ PCieSwitch Management ]

GetPCleSwitchinfo Yes

UpdatePCleSwitch Yes




Platform Feature Support Matrix

NIC Chipset
SUM (OOB & In-Band)
Solution Feature
® ®

|t Group1 Intel Broadcom Mellanox®

Command

X550 X710 E810 57414 57416 57508 ConnectX-6 DX] ConnectX-7

|[ NIC Management ]

GetAocNIClInfo Yes Yes Yes Yes Yes Yes Yes Yes

UpdateAocNIC Yes Yes Yes Yes Yes Yes




